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1.2 AR

o ¢ g2 ®E: MI76201A

* e E AT 3 Pie Rl 64MB ~256MB

o P-Mizifil: SMB ~ 16MB
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1.3 SRt

® Internet access over Ethernet WAN (support DHCP - Static IP > PPPoE) or Internal LTE
Failover from Ethernet WAN to LTE
® 7l
[P and MAC Filter
Virtual Server and DMZ
NAT (Network Address Translation)
® VPN
PPTP » L2TP pass through
® i :t%:k (Communication Protocols)
[P » NAT > DHCP » PAP » CHAP » PPP > TCP » UDP » HTTP » NTP

1.4 gARRH%

® ViFi Specification (2T2R 802.11n)
Output Power (WiFi)
802.11n:11 dBm
802.11g:13 dBm
802.11b:15 dBm
® Sensitivity (WiFi):
802.11n : -68 dBm
802.11g : -68 dBm
802.11b : -85 dBm
® VWiFi Frequencies
2,4 - 2,462 GHz » CCK / OFDM (Modulation Range Coverage)
® ViFi Distances
Indoor: approximately 30 to 50 meters
Outdoor: 80 to 100 meters
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1.5 I/0 &%

10/100M LAN x1

10/100M WAN or LAN

USB Type A x 1

LED x 8

Reset button x 1

Micro SD Card x 1
Standard SIM Card x 1
WiFi SMA Antenna x 2
LTE SMA Antenna x 2

GPS SMA Antenna x 1

DC Jack x1 (DC 8V - 30V input)
DC bmm terminal Jack xlI.

1.6 *F@ = < (Casing dimension)

— — —— —
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1.7 ﬁﬁ;‘% u—lg’i;? E.

AR HRTR L3 (RRR R do o 4o B ek LS L 734D 1)
SR LR A £ 3R #4545 RJR Reset &&=+ 3 3] LED 3(LTE), 4(CSQ), T(RUN) P 4
S BB AT E b 510 4 LED (LTE), 4(CSQ), TRUN)

i Backup / Restore

. Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to
. its initial state, click "Perfarm reset” (only possible with squashfs images).

Download backup: [EGenerate archive

Reset to defaults: @ Perform reset

H 3 B E AT p GRE BIRA S NRCGER )
1i=iﬁ%ﬂ&ﬁﬂﬁﬁﬁﬂ’%pmﬁmﬁo

1.8 LED &7 = &

LED1: LAN 27 i &g om

LED2: WAN / LAN 1} i &7

LED3. LTE x i%% fx &

LED4. LTE CSQ #g71 » P & (B > ¢ > 1)
LED5. WiFi 802.11 b/ g/ nx iR &7
LED6. BLE 1 i i &g o1

LED7.  SYS(& fxdedeffn fo SD 1 1%,k f &g % )
LED8 : F 477

hiE i ¥

LED 1P % (:4&5/PC LAN=Z v 2_{8)

LED 2% (FEE ZWAN=R v X 2)

LED 370 % (3% % @42 5IAGE ¥ F folicht B2 1)

LED 44-:& P 2 vk FCSQ> 20 (M1 P2 2 vR FCSQ <10 ..)
LED 5% (WiFi RF® fx - #cdy i§§T$“>

LED 68 B (i%F LBLER* )

LED TH B (& Koo i 87 )

LED 8% 4=
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1.9 ¢ Xp %

A
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v

e [WR x 1
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&
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e [TE Antenna x 2

e WiFi Antenna x 2

e GPS Antenna x 1
e [P CAMI x 1(

fe)

N
P
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DC 8V--30V
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TE A M e

Din Rail Kits Power terminal cable external anteena

2. B FEZ B
AR wifi A RX2 (THERA ) 2 AGE2HX2 (TEB )

BE#SIM/SD 4 A4 E (THC ) - BB T ST E > £ % » 4G SIM CARD
EEFHAME (THC) BEHY - BB

‘Re e s R
Insert standard sim car
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40 St LANZ #r 450 2R %RRZRER (TRD )0 7 FREWNG &2 THE ) P
HoT T mECE 30 51 B 7R~ VAN B8R
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6. BEcT il T B4 > 3 e nt 714 » Router # itk g T« IP ¥ ak 2 https://192. 168. 10. 1

“mi:
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« % » Router # sk T 7 0[P # & 5 https://192.168. 10. 1

AL AR RER T 6 o GrAgEie 2 e DmE T A 192.168.10. 1 2k (3% 2)
7§ NR LT BRI BB TGUR Reset Ra0) ¥ - S0 AT 6 PR G b4
: tam%g NI o WTL ERH 0 42T KEFST 4% https://192.168.10. 1 &
http://192.168.10. 1 #sie » IR g0 FomR 2T 6 0 7 § £ NRaE T
192.168.10.1 2k (7 % 2D 2 45 » 4 02 https://192.168.10.1 5 § o1 -

€« C A 3 hrs192.168.10.1
I pEREE

1
~J

REER 2N ER

HEETREG S 192.168.10.1 FMEUTRIEN (PINNERE - BHFHERFER) -

[ memssmn=sas e A REES Google - EIMEEE

EEZE T

EFRERAEAEER 192.168.10.1 (Al ; B2 BRFMSEERFESRGRIEET -
EOREEERETER  NENESRMEMAESHE -

| £ 192168101 Fmw (F=F) |

s

#H 3 1. E£# Administration °
OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.01 0.11 0.23 Administration | Fail-safe

Flash Firmware

Flash operations

- Flash new firmware image

Upload a sysupgrade-compatible image.

Image: EIEEE | FRIFEER OFlash image. .

Powered by LuCI Master (git-17.165.70928-dd6cb31)
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¥ 2 Z:ﬁ%] SRS (F& 5 root) % %4 (FE&E & 7 password)fé £ #% login o

OpenWrt | OpenWrt Designated Driver r49295 | Load: 0.80 0.38 0.31 Administration Fail-safe

No password set! ) )
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Authorization Required

Please enter your username and password.

Username

Password 1 || ]

Powered by LuCI Master (git-17.165.70928-dd6cb31)

PAFE L PRETRRA IAHER L RBH AR FRAES KT (T H) -

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.04 0.21 0.26 | Auto Refresh: Administration Fail-safe
Unsaved Changes: 0

Main function

Kernel Log  Realtime Graphs [yl Sl]b -functions

Overview | Firewall Routes System Log

Mo password set! . .
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration. ..

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.04 0.21 0.26 | Auto Refresh: Administration Fail-safe
Unsaved Changes: 0

Main function EIJEE

Overview = Firewall Routes System Log Kernel Log Realtime Graphs Sub- functions ?ﬂ]ﬁ"é

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Status
#H 2 3: A BPp s 5 F CSQ & ~ SIM CARD A fs ~ Reiip FREH G R G L -,
https://192.168.10.1/cgi-bin/luci/admin/status
% CSQ<I0 Pram B EL&EF 7 @ (AR 4G * AT #rdeL § ) CSQ20 ¥4 77 5 5L 1 {34+,

15
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3-1 Status K& F#

Overview =»IWR Router j i 7 3t
¢ 7 : System / Memory / Network / DHCP Leases / DHCPv6 Leases / Wireless / Associated

s

Stations / MWAN Interface Live Status # Fit °

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.04 0.21 0.26 | Auto Refresh: Unsaved Changes: 0 Administration Fail-safe

System J| Services

Overview Firewall Routes System Log

Logout

Kernel Log Realtime Graphs

No password set!

Go to password configuration...

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Status

Hostname

Model

Firmware Version
Kernel Version
Release

Local Time

Uptime

Load Average
Modem Signal
Modem SIM card
Modem MNetwork Registered
Modem MNetwork type
Medem IMEL

CpenWrt

MT7620a-IeT

OpenWrt Dasignated Driver r42395 / LuCI Master (git-17.165.70928-ddscb31)
4.4.6

1359 Wed Sep 12 09:12:57 UTC 2018

Mon Cct 1 09:01:58 2018

0Oh 36m 34s

2.31, 2,39, 1.36

Signal Quality: 24,99

SIM ready

Registered on Home network: "Chunghwa Telecom™,7
E-UTRAN

861107032979172

Memory
Total Available
Free
Buffered

25932 kB |
25932 kB

[ 92348 kB fn
88056 kB

L]
| 4292 kB [ 125032 kB |
(3%)

IPv4 WAN Status

IPvE WAN Status

Active Connections

T\C!Ipe: dhcp
Address: 1€2.168.100.141
Netmask: 255.255.255.0
2 Gateway: 132.168.100.1
eth0.2 DNS 1: 168.95.1.1
DNS 2: 8.8.8.8
Expires: 1h 59m 47s
Connected: Oh Om 13s

? Nat connected

45 [ 16384 (0%])

DHCP Leases
Hostname

IPv4-Address

MAC-Address Leasetime remaining

There are no active leases.

DHCPv6 Leases

Host IPv6-Address

DUID Leasetime remaining

There are no active leases.

Wireless

Generic 802.11bgn Wireless Controller
(radio0)

SSID: HotSpot-00:09:b5:00:00:64
Mode: “laster

Channel: & (2437 GHz)

Bitrate: ? Mbit/s

BSSID: 00:09:B5:00:00:64
Encryption: None

Associated Stations

Network MAC-Address

Host Signal [ Noise RX Rate / TX Rate

No information available

MWAN Interface Live Status

wan (2th0.2)
Online (tracking active)

wan2 (wwan0)
online {tracking active)

Powered by LuCI Master (git-17.165.70928-dd6ch31
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25
Wl

7
Hostname : %8 -+ IWR Router i
Model: % 7+ IWR Router #|5.

Firmware Version : & %85 & 731

 System %
o

Kernel Version @ #%w 5% & 331

Release : & 5of 3 ciiip #85% A T30

Local Time: A+ @i (2% *p P &2 § &)
Uptime : IWR Router B #4ise 1 iTpF

Load Average * § §* T35 &

Modem Signal @ #-% CSQ M ELE

Modem SIM card : SIM card ;& =«

Modem Network Registered : SIM card i‘c—*ﬁ AE L gy

Modem Network type : % 1 4G LTE e §eid #4050
Modem IMEI : %87+ 4G #icie e IMET 5078

Status

----- System
Hostname OpenWrt
Model MT7620a-IoT

Firmware Version
Kernel Version
Release

Local Time

Uptime

Load Average
Modem Signal
Modem SIM card
Modem Metwork Registered
Modem Metwork type
Modem IMEI

OpenWwrt Designated Driver r49395 / LuCI Master (git-17.165.70928-dd6cb31)
4.4.6

1359 Wed Sep 12 09:12:57 UTC 2018

Mon Oct 1 09:01:58 2018

0h 36m 34s

2,31, 2,39, 1.36

Signal Quality: 24,99

SIM ready

Registered on Home network: "Chunghwa Telecom”,7
E-UTRAN

861107032979172

* Memory i=faf@i¢ * F 31
Total Available
Free
Buffered

Memory
Total Available
Free

Buffered

04224 kB / 125932 kB (74%)
00116 kB / 125932 kB (71%)
4108 kB /125932 kB (3%)

17
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* Network #e#: 7 3t

IPv4 WAN Status % 7= B IPv4 b s - ¢ 3 [P 2 [P35
[Pv6 WAN Status &7 P 70 [Pv6 T > P o A Bk

Active Connections & 7m P #v B i FHcF i o

- Network

IPv4 WAN Status Type: dhcp

Address: 192,168.100.151
Netmask: 255.255.255.0

& Gateway: 192.168.100.1

etho.?2 DNS 1:168.95.1.1

DNS 2: 5.8.8.8
Expires: 1h 51m 545
Connected: 2h 8m 65

IPvD WAN Status
; Not connected

Active Connections 63/ 16384 (0%)

 DHCP Leases #&.5 F 3t

Bgor B v DHCPv4 i@ * cnF 3 (DHCPVG A B 2z) > ¢ 7 2 8 &~ IP =% ~ MAC Address -
CRFAEGERE o
DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining
android-d82| 102.168.10.100 10:7b:44:31: 11h 27m 48s
Aspire™™ 7 192.168.10.181 2c:60:0c:a8:0 11h 8m 335

* Wireless & 4 4§ 35 2

Bor B AR PR T > ¢ 7 SSID ~ il 44550 ~ 43 ~ Bitrate ~MAC~ 4 %2 54 & o
----- Wireless

?egeric)&??.llbgn Wireless Controller SSID: HotSpot-00:09:h5:00:00:64
radiod

Mode: Master

Channel: § E 437 GHz)
0% Bitrate: ? Mbit/s

BSSID: 00:09:85:00:00:64

Encryption: None

« MWAN Interface Live Status ¢F 4% v TpFf ik
Bor B WAN e T p e f en o

~ MWAN Interface Live Status

wan (eth0.2) wan2 (wwan0)
Online (tracking active) Online (tracking active)

18
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3-2 Firewall B Xig

Firewall Status =»IWR Router & X 4 ik F 3t
R Boogo ] B VR EE VY - BooBkIA 0 203 B R (lanfrwan) fo- B >
ﬁ?ﬁiwﬁwwo<%%ﬁ@ﬁﬁaﬁ%’n&ﬁ$ﬁﬁ%%»’ﬂpp%mﬂuaﬁ;ﬁ

] I
m .% F‘\ LS ° )

pe]

defaults 23
% defaults 3" a 3P 7 2 B EF T w B> hlr VXS

zZone ¥
zone & - B f B > ¥ 2% (TR P g L forwardings 0 RPIfrE T oo

Forwardings #& %
T forwarding 84 2 T 2 BN g o X2 T AR 5 per MSS fi
forwarding P F & E - B> w o

o INPUT P f it 7 RBEEZFE P e Fldied BEAL g ¢824 FA -
% 2 nOUTPUT R it 7 R p ied BA LB R v cin B g8 4 Ao
T3 0 FORWARD 2LR)45 i 7 A2 %Y 2 R 2 A @ Eayi g ¢4 A -

1"
N
bl

Redirects & T+

e s (DNAT) 4 redirect 384 T &k » 4p Wh R E P H R P T 7] @~ R E BT
Tldp DN INAAB o

e ¥ fs "R BT o "REIREE -

Rules #LR
AR rule WO AN AR AR L NIFGRD] 0 0 AFA U e A B R

Chain INPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Pkts. Traffic Target Prot. In Out Source Destination Options
0 0.00 B ACCEPT all lo = 0.0.0.0/0 0.0.0.0/0 1D:66773300
10975 937.56 KB input_rule all * * 0.0.0.0/0 0.0.0.0/0 ID:66773300 /* user chain for input =/
8353 755.15 KB ACCEPT all = 0.0.0.0/0 0.0.0.0/0 ID:66773300 ctstate RELATED, ESTABLISHED
23 920.00 B DROP all - 0.0.0.0/0 0.0.0.0/0 1D:66772300 ctstate INVALID
20 1.02 KB syn_flood tcp = 0.0.0.0/0 0.0.0.0/0 ID:66773300 tcp flags:0x17/0x02
2599 181.52 KB zone lan input all - 0.0.0.0/0 0.0.0.0/0 1D:66773300
0 0.00B zone wan input all - 0.0.0.0/0 0.0.0.0/0 1D:66773300
0 0.00B zone wan_input all = 0.0.0.0/0 0.0.0.0/0 1D:66773300
Chain FORWARD (Policy: DROP, Packets: 0, Traffic: 0.00 B)
Pkts. Traffic Target Prot. In out Source Destination Options
199024 45.73 MB fcrwarding_rule all d d 0.0.0.0/0 0.0.0.0/0 ID:66773300 /* user chain for forwarding */
195439 45.43 MB ACCH all = = 0.0.0.0/0 0.0.0.0/0 1D:66773300 ctstate RELATED, ESTABLISHED
75 3.20 KB DROP all = - 0.0.0.0/0 0.0.0.0/0 1D:66772300 ctstate INVALID
3510 309.37 KB zone \an forward all = 0.0.0.0/0 0.0.0.0/0 1D:66773300
0 0.00 B n_forward all - 0.0.0.0/0 0.0.0.0/0 1D:66773300
0 0.00B n_forward all = 0.0.0.0/0 0.0.0.0/0 1D:66773300
0 0.00 B reject all = 0.0.0.0/0 0.0.0.0/0 1D:66773300
Chain OUTPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Pkts. Traffic Target Prot. In out Source Destination Options
0 0.00B ACCEPT all - lo 0.0.0.0/0 0.0.0.0/0 1D:66773300
10271 1.19 MB output_rule all = = 0.0.0.0/0 0.0.0.0/0 1D:66773300 /* user chain for output */
3971 723.54 KB ACCEPT all - - 0.0.0.0/0 0.0.0.0/0 ID:66773300 ctstate RELATED, ESTABLISHED
0 0.00B DROP all = = 0.0.0.0/0 0.0.0.0/0 1D:66773300 ctstate INVALID
0 0.00 B zone lan output all - 0.0.0.0/0 0.0.0.0/0 1D:66773300
6300 496.34 KB zone wan output all = 0.0.0.0/0 0.0.0.0/0 1D:66773300
0 0.00B Zone wan_output all = 0.0.0.0/0 0.0.0.0/0 1D:66773300
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Chain reject (References: 5)

Pkts. Traffic Target Prot. In out
0 0.008 REJECT tep = =
0 0.008 REJECT all = -

Chain syn_flood (References: 1)

Pkts. Traffic Target Prot. In Oout
20 1.02 KB RETURN tep * =
0 0.008 DROP all * -

Chain zone_lan_dest_ACCEPT (References: 5)
Pkts. Traffic Target Prot. In out
0 0.008 ACCEPT all * br-lan

Chain zone_lan_forward (References: 1)

Pkts. Traffic Target Prot. In out
3510 309.37 KB forwarding_lan_rule all * =
3510 309.37 KB zone_vpn_dest_ACCEPT all = =
3510 300.37KB zone wan_dest ACCEPT al = =
0 0.008 ACCEPT all = =
0 0.008 zone |an_dest ACCEPT all * *
Chain zone_lan_input (References: 1)
Pkts. Traffic Target Prot. In out
2599 181.52 KB input_lan_rule all &5 d
0 0.008 ACCEPT all * -
2599 181.52 KB zone lan src ACCEPT all = =
Chain zone_lan_output (References: 1)
Pkts. Traffic Target Prot. In out
0 0.008 output_lan_rule all * =
0 0.008 zone lan dest ACCEPT all = =
Chain zone_lan_src_ACCEPT (References: 1)
Pkts. Traffic Target Prot. In out
2599 181.52 KB ACCEPT all br-lan =
Chain zone_vpn_forward (References: 0)
Pkts. Traffic Target Prot. In Out
0 0.008 forwarding_vpn_rule all * *
0 0.00B zone lan dest ACCEPT all = =
0 0.008 ACCEPT all * *
0 0.008 zone_vpn_dest_ACCEPT all * *
Chain zone_vpn_input (References: 0)
Pkts. Traffic Target Prot. In Out
0 0.00B input_vpn_rule all = =
0 0.008 ACCEPT all = *
0 0.008 zone_vpn_src_ACCEPT all b3 &
Chain zone_vpn_ouiput (References: 0)
Pkts. Traffic Target Prot. In Out
0 0.008 output_vpn_rule all = =
0 0.008 zone_vpn_dest_ACCEPT all * *
TN I e W ]| (References: 2)
Pkts. Traffic Target Prot. In
9810 805.71KB ACCEPT all =
0 0.008 ACCEPT all =
Chain zone_wan_dest_REJECT (References: 1)
Pkts. Traffic Target Prot. In Out
0 0.008 reject all *
0 0.008 reject all =
Chain zone_wan_forward (References: 2)
Pkts. Traffic Target Prot. In Out
0 0.008 MINIUPNPD all = *
0 0.008 forwarding_wan_rule all * *
0 0.008 zone lan dest ACCEPT esp * *
0 0.00B zone lan dest ACCEPT udp * =
0 0.008 ACCEPT all = =
0 0.008 zone wan dest REJECT all * *
Table: NAT
Chain PREROUTING (Policy: ACCEPT, Packets: 669, Traffic: 43.88 KB)
Pkts. Traffic Target Prot. In Out
4408 312.89KB prerouting_rule all = =
4408 312.89 KB zone lan_prerouting all br-lan *
a 0.00 B zone wan_prerouting all wwan0 =3
a 0.00 B zone wan_prerouting all eth0.2 =
Chain POSTROUTING (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Pkts. Traffic Target Prot. In Out
7932 634.35 KB postrouting_rule all & =
a 0.00 B zone lan_postrouting all = br-lan
7932 634.35 KB zone wan_postrouting all = wwan0
0 0.00 B zone_wan_postrouting all * eth0.2
Chain zone_lan_postrouting (References: 1)
Pkts. Traffic Target Prot. In out
a 0.00 B postrouting_lan_rule all = =
Chain zone_lan_prerouting (References: 1)
Pkts. Traffic Target Prot. In Out
4408 312.89 KB prerouting_lan_rule all * *
Chain zone_vpn_postrouting (References: 0)
Pkts. Traffic Target Prot. In Out
0 0.00 B postrouting_vpn_rule all & =3
a 0.00B MASQUERADE all * *
Chain zone_vpn_prerouting (References: 0)
Pkts. Traffic Target Prot. In Out
0 0.00 B prerouting_vpn_rule all & =
Chain zone_wan_postrouting (References: 2)
Pkts. Traffic Target Prot. In Out
7932 634.35 KB MINIUPNPD-POSTROUTING all = =
7932 634.35 KB postrouting_wan_rule all - *
7932 634.35 KB MASQUERADE all * *
Chain zone_wan_prerouting (References: 2)
Pkts. Traffic Target Prot. In Out
1] 0.00 B MINIUPNPD all = =
0 0.00 B prerouting_wan_rule all * *
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Options
1D:66773300 reject-with tcp-reset
1D:66773300 reject-with icmp-port-unreachable

Options
1D:66773300 top flags:0x17/0x02 limit: avg 25/sec burst 50
1D:66773300

Options
1D:66773300

Options
1D:66773300 /* user chain for forwarding =/
1D:66773300 /= forwarding lan -> vpn %/
1D:66773300 /* forwarding lan -> wan */
1D:66773300 ctstate DNAT /* Accept port forwards */
1D:66773300

Options
ID:66773300 /= user chain for input */
1D:66773300 ctstate DNAT /* Accept port redirections */
1D:66773300

Options
1D:66773300 /= user chain for output */
1D:66773300

Options
1D:66773300

Options
1D:66773300 /* user chain for forwarding =/
1D:66773300 /* forwarding vpn - lan %/
ID:66773300 ctstate DNAT /* Accept port forwards */
1D:66773300

Options
D:66773300 /* user chain for input =/
1D:66773300 ctstate DNAT /* Accept port redirections =/
1D:66773300

Options
ID:66773300 /* user chain for output */
1D:66773300

Options
ID:66773300
D:66773300

Options
1D:66773300
D:66773300

Options

1D:66773300 /* user chain for forwarding =/
1D:66773300 /= @rule[7] */
1D:66773300 udp dpt:500 /= @rule[8] */
ID:66773300 ctstate DNAT /* Accept port forwards =/
1D:66773300

Options
1D:66773300 /= user chain for prerouting */
1D:66773300
1D:66773300
1D:66772200

Options
1D:66773300 /= user chain for postrouting */
1D:66772300
1D:66773300
1D:66773300

Options
1D:66773300 /= user chain for postrouting */

Options
1D:66773300 /= user chain for prerouting */

Options
1D:66773300 /= user chain for postrouting */
1D:66773300

Options
1D:66773300 /= user chain for prerouting */
Options
1D:66773300 /= user chain for postrouting */
1D:66773300
Options

1D:66773300 /= user chain for prerouting */
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3-3 Routes . d

Routes & FH: Status=» Routes
Bom 47 BI A2 Interface tiz® kst § 5 chiE ok fi > @ 35 Lan s i¢ * [P 2 MAC/WAN

2 OWANZ £ 573 > SaEf e #0032 h § i T i AR o F S AR éz" IR
PoAEE A o G AR FRELD o i d P %’%fn.é—i@

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.06 0.35 Unsaved Changes: 0 Administration Fail-safe

Status | System J Services J| Network

Overview Firewall  Routes System Log Kernel Log  Realtime Graphs

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Routes

The following rules are currently active on this system.

IPv4-Address MAC-Address Interface

192.168.10.181 20:60:0c! : br-lan
192,168.10.202 00:12:17 br-lan
192.168.10.200 00:12:16 77 ¢ br-lan
192,168.100.1 fg:di:11 etho.2

Network IPv4-Gateway Metric
wan 0.0, 192.168.100.1 0
wan2 0.0, 10.162.247.137 0
wan 0.0, 192.168.100.1 10
wan2 0.0/ 10.162.247.137 30
wan2 10. 162 247 128/28 30
wan2 10.162.247.137 30
lan 192.168.10.0/24 0
wan 192.168.100.0/24 10

192,168.100.1 10

Target
fdcg:81d:coc::/64
ffo0::/8
ff00::/8
ffo0::/8
ffoo0::/8
ffo0::/8

IPv6 Neighbours

IPv6-Address MAC-Address Interface
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%

3-4 System Log ,% 3t p 3%

System Log ,% st p #& : Status=>System Log

% 4k /= 2t 22 A%
/’(‘ “’U@ T E] \?!l—‘\lfzcéy:_

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.01 0.05 Unsaved Changes: 0 Administration Fail-safe

Status || System Services Network Logout

Overview Firewall Routes System Log Kernel Log Realtime Graphs

Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11
Tue Sep 11

0
Y]

:44 2018 daemon.err insmod: module is already loaded - xt_comment

44 2018 daemon.err insmod: module is already loaded - xt_length

44 2018 daemon.notice csqled[1145]: ipé6tables v1.4.21: host/network ~192.168.18.1' not found

44 2018 daemon.notice csgled[1145]: Try " ip6tables -h' or 'ip6tables --help' for more information.
user.notice root: modem_setup: init_network

kernel: [ 23.393446] 80@21q: adding VLAN @ to HW filter on device ethe

kernel: [ 23.472868] device ethd.1 entered promiscuous mode

kernel: [ 23.482508] device eth® entered promiscuous mode
L
L

xernel: 23.571144] br-lan: port 1(eth@.1) entered forwarding state
xernel: [  23.582349] br-lan: port 1{eth@.1) entered forwarding state
46 2018 daemon.notice netifd: Interface 'lan’ is enabled

46 2018 daemon.notice netifd: Interface 'lan' is setting up now

:46 2018 daemon.notice netifd: Interface 'lan' is now up
daemon.notice netifd: Interface 'loopback' is enabled

46 2018 daemon.notice netifd: Interface 'loopback' is setting up now
46 2018 daemon.notice netifd: Interface 'loopback' is now up

146 2018 daemon.notice netifd: Interface ‘wan' is enabled

46 2018 daemon.notice netifd: Interface 'wan6’ is enabled

46 2018 daemon.notice netifd: Interface 'wan2’ is enabled

46 2018 daemon.notice netifd: Bridge ‘br-lan’' link is up

46 2018 dasmon.notice netifd: Interface "lan' has link connectivity
146 2018 daemon.notice netifd: Network device "eth®' link is up

46 2018 daemon.notice netifd: VLAN 'eth@.1' link is up

146 2018 daemon.notice netifd: Network device *lo' link is up

Tue Sep 11 46 2018 daemon.notice netifd: Interface 'loopback' has link connectivity
Tue Sep 11 146 2018 daemon.notice netifd: VLAN 'eth9.2' link is up

Tue Sep 11 ©9:58:46 2018 daemon.notice netifd: Interface 'wan' has link connectivity
Tue Sep 11 ©9:58:46 2018 daemon.notice netifd: Interface 'wan' is setting up now

Tue Sep 11 ©9:58:46 2018 daemon.notice netifd: Interface 'wan6’ has link connectivity
Tue Sep 11 :46 2018 daemon.notice netifd: Interface 'wan6’ is setting up now

Tue Sep 11 46 2018 daemon.notice netifd: Network device 'wwan@' link is up

Tue Sep 11 146 2018 daemon.notice netifd: Interface 'wan2' has link connectivity
Tue Sep 11 46 2018 daemon.notice netifd: Interface 'wan2’ is setting up now

Tue Sep 11 :47 2018 user.notice root: [GREMON] lan ( <-> br-lan ) is ifup

Tue Sep 11 47 2018 daemon.notice netifd: wan (1583): udhcpc (v1.24.1) started
Tue Sep 11 daemon.notice netifd: wan2 (1582): udhcpc (v1.24.1) started
Tue Sep 11 47 2018 user.notice root: udhcpc script: 1st param=deconfig

Tue Sep 11 47 2018 user.notice root: udhcpc script: deconfig interface

Tue Sep 11 47 2018 daemon.notice netifd: wan2 (1582): Sending discover...

Tue Sep 11 48 2018 daemon.err insmod: module is already loaded - xt_multiport
Tue Sep 11 48 2018 user.notice root: udhcpc script: 1st param=deconfig

Tue Sep 11 48 2018 daemon.err insmod: module is already loaded - xt_comment
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000 03 03 09 00 09 03 03 ©0 09 03 00 00 00 0 00 03 00 0 03 03 60 01 03 00
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3-9 Kernel Log %~ P &

Kernel log +%+~ p #& : Status=®Kernel Log
oo iE (7 P 3Gk

;0,000,170

Status Services Metwork

Dy eryiew Firew all Routes System Log Kernel Log Realtime Graphs

Mo password set!

There is no password set an this router. Please configure a root password to protect the web interface and
enable S5H.

Go to password configuration...

Kernel Log

0.000000] Linux version 4.4.6 (root@MT76Z3Ubuntuld) (goc version 5.3.0 (OpenlWrt GCC
0.000000] Eoard has DDRZ2

0.000000] Analog PMU set to hw control

0.000000] Digital PMU set to hw control

0.000000] Sof Type: MediaTek MT75204 wer:Z eco: i

0.000000] kbootconsole [earlyld] enasbled

0.000000] CPUO rewvision is: 00019650 (MIPS Z4EEc)

0.000000] MIPS: machine is MT76Z20a-3JIaT

0.000000] Determined physical RAM map:

0.000000] memory: 0S000000 E 00000000 (usakble)

0.000000] Initrd not found or empty - disabling initrd

0.000000] Zone ranges:

0.000000] Normal [tnem O0x00000C00000000000-0x0000000007E£fELEF]

0.000000] Mowable zone start for sach node

0.000000] Early memory hnode ranges

0.000000] node O: [mem O0x0000000000000000-0x0000000007E£f£fFfF]

0.000000] Initmwem setup node 0 [mem O0x0000000000000000-0x0000000007VELEELEL]
0.000000] ©On node O totalpages: 32765

0.000000] free_area init _node: node 0, pgdat S03863k0, node mem map S1000000

i e e R e N e el e N e e N R R R

0.000000] Normal =zone: 256 pages used for memmap
0.000000] Normal zone: 0 pages reserwved
0.000000] Normal zZone: 32768 pages, LIFO batch:?
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3-6 Realtime Graphs = ¥ @) %

Realtime Graphs P+ @ % : Status=> Realtime Graphs
47 02 MRTGK en e @41 530 > & 3
Load rpe § 4%/ 7 pFid 4% Connections/ TPt £ Traffic/ T sk € Wireless

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.58 0.35 0.18 | Auto Refresh: on

nated Driver r49395 | Load: 0.00 0.1: Administration Fail

Un: ed Chan

Status J| System W§ Services § Network

Overview  Firewall Routes  System log KernelLog | Realtime Graphs

Load | Traffic Wireless  Connections

No password set! . X
There is no password set on this router, Please configure a root password to protect the web interface and

enable SSH.
Go to password configuration...

System || Services
Overview  Firewall Routes

Load Traffic  Wireless | Connections

Realtime Connections

System Log Kernel Log  Realtime Graphs

Administration Fail-safe

Unsaved Changes: 0

This page gives an overview over currently active n:

etwork connections.

Active Connections

Realtime Load

(2 minute window, 3 second interval)

Peak: 0.23
Peak: 0.15
Peak: 0.30

Average: 0.16
Average: 0.14
Average: 0.28

1 Minute Load: 0.16
5 Minute Load: 0.14
15 Minute Load: 0.28

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.03 0.05 | Auto Refresh: Administration Fail-safe

Unsaved Changes: 0

System || Services

Overview Firewall Routes System Log Kernel Log = Realtime Graphs

Load | Traffic Wireless Connections

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Ice: 27
Other: 12

Network Protocol Source

IPV4 TCP 192.168.10.181:64410
IPV4 TCP 192.168.10.172:42657
IPv4 TCP 192.168.10.181:51076
1PV4 cMp 192.168.10.181:0

1Pv4 TCP 192.168.10.172:49776
Ipv4 TCP 192.168.10.181:64557
IPV4 TCP 192.168.10.181:51022
1PV4 TCP 192.168.10.181:51096

OpenWrt | OpenWrt Designated Driver r49395 | Load

Status | System | Services | Metwork

Average: 81
Average: 27
Average: 12

Destination

TW-TPE-ANX-R006.teamviewer.com:443
203-69-138-85.HINET-IP.hinet.net:80
tsa03s01-in-f240.1€100.net:80

OpenWrt.lan:0
a104-115-172-
145.deploy.static.ak itechnol

(2 minute window, 3 second interv

Peak: 84
Peak: 29
Peak: 13

Transfer
.88 MB (60531 Pkts
4.00 MB (4396 Pkts.
1.00 MB (1000 Pkts.
643.30 KB (10979 Pkt:

com:443 338.49 KB (360 Pkts.

fra02-008.ff.avast.com:80
OpenWrt.lan:443
OpenWrt.lan:443

: 0.28 0.11 0.07 | Auto Refresh:

Overview Firewall Routes System Log Kernel Log Realtime Graphs

Load Traffic Wireless Connections

279.56 KB (351 Pkts.
241.16 KB (644 Pkts.
107.75 KB (149 Pkts.
Administration Fail-safe

Unsaved Changes: 0

No password se
There is no password set on
Go to password configur:

s router. Please configure a root password to protect the web interface and enable SSH.

Realtime Wireless

Realtime Traffic

br-lan

(2 minute window, 3 second interval)
Inbound: 6.21 kbit/s Average: 4.26 kbit/s Peak: 49.46 kbit/s
(0.78 kB/s) (0.53 kB/s) (6.18 kBfs)

OQutbound: 2.07 kbit/s Peak: 1.38 Mbit/s

(0.26 kBjs)

Average: 6.29 kbit/s
(0.79 kB/s) (176.92 kB/s)
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wlan0

Signal: -255 dBm (SNR 0 dBm}

(2 minute window, 3 second interval)

Average: -255 dBm (SNR 0 dBm)
Average: -255 dBm

Peak: -255 dBm (SNR 0 dB
Peak: -255 dBm

Phy Rate: 0 Mbit/s

(2 minute window, 3 second interval)

Average: 0 Mbit/s

Peak: 0 Mbit/s
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4, % Sor Ry K 2
4-1 System ,% 3t

System ,% 3t : System=»System
TR EIWRED Bl /R o bk logeiE 235 A EKE o
General Settings z ~% %
EHE TR e Timezone P % > 4- Asia/Taipei or UTC Al -
# NTP By PF P PR B ¥ 2% 2_time. google. com » 3% f¢ &7 Save & Apply 4 -

Yt | Openwrt Designated Driver r49395 | Load: 0.09 0.17 0.16 | Auto Refresh: Administration Fail-safe
Unsaved Changes: 0O
Status System Services Metwork Logout

System Administration Backup / Flash Firmnware Reboot

Mo password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

- System Properties

General Settings

Local Time Thu Jul 19 11:53:15 2018 [E Sync with browser

Hosthame |OpenWr1 |

ITirnezn:me |A5ia!Ta|pE:| - |

- Time Synchronization
Enable NTP client -

Provide MTP server &

"\ITF' server candidates O.tirme. google. com

1. openwtt.pool ntp. org
[2.operwrt pool. ntp. org
3. opernwrt.pool.ntp.org

2 Save [ESave & Apply

Powered by LUCI Master (git-17.165.709228-dd&ch31)

Logging ie4%3% %

System log buffer size:#& ¥ ;eék4% buffer 7 £ ~

External system log server: &t 3 Fligsg PIREH [P =8

External system log server Port: FE s R JLE;%’, B PR E e Port
External system log server protocol: STEFG R TR g P PR B eid AR T
Write system log to file: E&fhiE s 4=

Log output level : ;céﬁ—*éjﬁg?] A ens w8 A 5

Cron Log Level :
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Administration Fail-safe

Unsaved Changes: O

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.44 0.25 0.22 | Auto Refresh: on

Status | System | Services | Network
System Administration Backup / Flash Firmware Reboot

No password set! i i
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

System
Here you can configure the basic aspects of your device like its hostname or the timezone.
----- System Properties
Logaing
System log buffer size [18 ]
o KIB
External system log server [0.0.0.0 ]
External system log server port E14 ]
External system log server protocol [UDP v
Write system log to file [imp/fsystem_log ]
Log output level [Debug v]
Cron Log Level [Mormal v]

Language and Style 3% 3 frk
Language g% » Auto
Style #g 3%k % OpenIWR

OpenwWrt | OpenWrt Designated Driver r49395 | Load: 0.44 0.25 0.22 | Auto Refresh: on

Administration Fail-saf]

Unsaved Changes:

Status | System | Services || Network Logout
System Administration Backup / Flash Firmware Reboot

No password set! . .
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

System
Here you can configure the basic aspects of your device like its hostname or the timezone.

-~ System Properties
Language and Style
Language [aute i
Design OpenWrt v
OpenWiri
Bootstrap
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4-2 Administrator ¢ 2 R

Router Password & SSH Access ## % » %45 &igz4% » ' SystemPAdministration
VB TR &8 #'Login B /3K T SSH %% ~ Router

Administration Fail-safe

OpenWwrt | OpenWrt Designated Driver r49395 | Load: 0.24 0.30 0.21

Unsaved Changes: O

Services Network
System Administration Backup / Flash Firmware Reboot

Router Password
Changes the administrator password for accessing the device

[ _Tozinpsssw=ora

Password

Tozinpassword

Confirmation I

SSH Access

Dropbear Instance
= Delete

Interface lan: =— =

wan: ==

wan2: .=

wané: =

unspecified
@ Listen only on the given interface or, if unspecified, on all

E=

1
& Specifies the listening port of this Dropbear instance

Port

Password authentication « @ Allow SSH password authentication
« @ Allow the root user to login with password

Allow root logins with password
@ Allow remote hosts to connect to local SSH forwarded ports

Gateway ports

Add

e SSH-Keys
: Here you can paste public SSH-Keys (one per line) for SSH public-key authentication.

Lee* P RRE g A B8 ¢ & Password & Confirmation # p 4 » 4 % { 0348
£ # 7 Save & Apply

Router Password

Changes the administrator password for accessing the device

Password [

Confirmation [

K #_SSH Access:SSH iz ¥4 % » Router # i Dropbear SSH # % shell 3 & {o = 7 SCP FR3% B
ik E ~ 0 % Telnet

Interface: # 3 dropbear & &dp T i o + E# Port: & Jc ez v 50

Password authentication: #. % & * B F L »%E

Allow root logins with password: #_F & * root %65

Gateway ports: &% #F:p421 :f4aT| A SSHE =4 o

55H Access
Dropbear offers S5H network shell access and an integrated SCP server
----- Dropbear Instance
=Delete
Interface lan: = =
wWan:
wanz: -
wans: =

unspecified

@ Listen only on the given interface or, if unspecified, on all

Port E= ]
@ Specities the listening port of this Dropbear instance

Password authentication = @ Allow SSH password authentication

= @ Allow the roof user to login with password

Allow root logins with password
@ Allow remote hosts to connect to local SSH forwarded ports

Gateway ports

Add

# i SSH 4 % shell 3# B ok = e SCP PRAF B ik 8% » » #f 12 Telnet
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4-3 Backup / Flash firmware # >R Rk T &/ { 37 i

Backup /Restore # i» % & & : System=Backup / Flash Firmware=»Actions
a5 (1) # > Router % 53k & (Download backup) :
#7T" (Generate archive” FH#-IR 475 K TiE = - @‘{ﬁﬁj » 4o T [ o

backup-O
penWiirt-20
18-08-26.
ar.gz
(2)#* » Router i $ % # & (Restore backup) * E# 4% =¥ (44" Upload archive”
(3B R I B 7% & (Reset to defaults) @ #* 7 Perform reset” HwAEY p ¢ R R

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.20 0.15 0.16 Unsaved Changes: 0 Administration Fail-safe

Status | System § Sepvices | Network. -ogou
System Administration  Backup / Flash Firmware | Reboot

Flash operations

Actions |

RO T

Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its
initial state, click "Perform reset” (only possible with squashfs images).

Download backup:

Reset to defaults: o Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: GRIBEE | RRIBEOEE 4Upload archive. .

- Flash new firmware image

Upload a sysuparade-compatible image here to replace the running firmware. Check "Keep settings” to retain the
current configuration (requires a compatible firmware image).

Keep settings: *

Image: GRIFHE | RRIBEOMR Flash image...

(4) Flash new firmware image &r %8 { #7
System=2Backup / Flash Firmware=»Flash new firmware image
ER AT MM RO EF LA ok & FT § A &K TE ;& Keep settings #+
7 o 2% Flash image---> F I mFE T F o (& > B Proceed B 4o L #7in %ET £ F RS o w7
ZRLATTMEGFE ARG LT L MR RE P (P X B G R L E AR T .

CERRET HES TS T NE Y LR )
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4.3.1 PryHHEFE BT A0

t Designated Driver r49395 | Load: 0,12 0.12 0.18 ed Changes: O Administration Fail-safe

Qpeniyt
Metwork Logout

Status System Services

Backup f Flash Firmware Reboot

System Administration

Mo password set!
There is no passwiord set on this router. Please configure a root password to protect the weh interface and enable S5H

Go to password configuration. ..

Flash operations

Actians |
Backup / Restore
Click "Generate archive" to download a tar archive of the current configuration files, To reset the firmware to its initial

state, click "Perform reset"” (only possible with squashfs images).

Download backup: [E Generate archive

Reset to defaults: B Perform rasat

To restore configuration files, you can upload a previously generated backup archive here.

EHERES | FEMETAESE [EUpload archive. ..

Restore backup:

Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware, Check "Keep settings" to retain the

current configuration {requires a compatible firmware image).
« |
| sesmas |2018.07-05_B... ait155-1.dat | [IFlash image.. |

|keep settings:

Image:

red by LuCI Master (Qit-17.165.7

AL HE TG T

= =

4.3.2Flash L #74= + &> TERA DT RE oo

5 Administration Fail-safe

Status

System  Administration  Backup f Flash Firmware Reh_‘L]Dt

No password set!
There is no password set on this router, Please configure a root password to protect the web interface and enahle S5H.

Go to password configuration...

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data

integrity,
Click "Proceed” below to start the flash procedure.

Checksum
MDS: 5d540747abb0l£32580cfc7hahEfaad?

SHAZS56:
Size: 5,50 MB (15.69 MBE available)

Configuration files will be kept,
@ Cancel| @Proceed
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4-4 Reboot £ fx

Reboot £ %?é’ziﬁ : System-)Reboot
T RTECE W g 1F & kL

Open'Wrt | Openitrt ated Drive 05 | Load: 0,00 0,11 0.27 Unsaved Changes: 0

Status Services | Metwork

System  Administration  Backup / Flash Firmware | Reboot

No password set!

There is no password set on this router, Please configure a rook password to protect the web interface and enable SSH.
Go to passwiord confiquration. ..

Reboot

Reboots the operating system of your device

(& Perform reboot

Administration Fail-safe

B. FRI*7 5y 3K 2

Services FR#* : Services
%2 GPS GW / Beacon GW / uHTTPd / Serial GW % # it o

5-1 GPS GW 2z T iz # &

Services=2GPS GW

1. Start GPS GateWay service:
HFFET? o 4ok T R 5 0 3% Start GPS GateWay service i35 474 o
GPS Report interval(3 ~ 65535 seconds) : GPS Bl e 4xik b A Z B K T 2o
Path of URL to report GPS:

X e n BT http://demo. pnpipcameras. com/ IWR_GPS/iotcurlgps. php
Report user name & password:

2% 7_# * e Report user name ¥? Report user password( P # # F &% ) o
K ETHF GPSApRE R T8 2 * » T Save & Apply 4

OpenWrt | Openwrt Designated Driver r49395s | Load: 0.02 0.04 0.05 Administration Fail-safe

System Services MNetwork Logout

GPS GW | Beacon GW  uHTTPd Serial GW

No password set!

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

loT router gps gateway

GPS gateway gethers GPS data and sends to cloud server
- GPS GW parameters
! cFcozFpB1

i Start GPS GateWay service 1

GPS Report interval(3 ~ 65535 seconds) B |

Path of URL to report GPS hitp:7demo.pnpipcameras.com/IWR_GFS/iof|

Report user name username |

Report password password |

@ Reset

@ Save [@Save & Apply
Powered by LuCI Master (git-17.165.70028-dd6cb31)

29


http://demo.pnpipcameras.com/IWR_GPS/iotcurlgps.php

IWR_LTE_GPS

2 AR GPS B/ 37 4
2.1 # B GPS 82 /% & 45 % 1t http://demo.pnpipcameras.com.tw/IWR_GPS/

GPS

Searcher
(et Total Rows - 8

MAC IMEI %ENE\??Y nvngss)  |[CPS address Map link

00:09.b5.20.7700 |[861107031320121 |[200718 040633 0504134719, 12137344393.E  ||Click Map
00:09:b5 773 =n |[861107035028035 |[220818 074546 2504 123576.N, 12137 308417.E _ ||Click Map
00:09:b5700 o0 |[861107036162627 |[170918 034349 0503 583186.N. 12132 661951.E  ||Click Map
00:09:b5° 777" |[861107037130920 |[240818 103439 504 154933\, 12137354538 ||Click Map
00-09-b5: [863422030864548 |[180718 015810 503 586610.N, 12132 648894 E  ||Click Map
00-09-b5 2000 o0 863424030864803 |[160718 084200 0503 581382.N, 12132.677074E _ |[Click Map
0009650 ... |863424030866320 310718 033527 0504 130246.N, 12137 347423.E  ||Click Map
00:0965....... |866758040407070 |[170918 013307 2504 1399125, 12137 356030.E _ ||Click Map

2.2 194515 IR ped B 7

A

kBL# Click Map 4R

https://192.168.10. 1/cgi-bin/luci/admin/system

¢«

2504.134719,12137.344393

25°04'08.1°N 121°37°20.7°E
25068912, 121.622407

A ® 3
13 R BEBRNFR
-E- 3J9C+HX &35
0, FemEnn

B8 backup-Open...targz  ~

P~ —

3

PN
%

&5 E & e GPS B

Rk A F 3 (4G Bice oo [MET 575 ¢ Mac Address)

BESAA
ST
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e

2

IIKIPE A

C ( @ https//www.google.com.tw/maps/place/25°04'08.1"N+121°37'20.7"E/@25.068912,121.6202179,17z/data='4m>5!3m4!1s0x0:0x0!8m?2!3d25.068912!4d121.6224066
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5-2 Beacon GW % Z_(iEfe)

Services=2Beacon GW

5 2 x23 MQTT PR 58 Fx - 3% 4z Beacon #cdy 2 JRI%

do% T & L o ¥ Start Beacon GateWay service :E 7 47 9 {6 4% Save & Apply 4 -

Beacon MQTT Server URL : Z % MQTT ®PRE =% % 61.56.193. 66.

MQTT Server port : Z =3 MQTT # PR Bid f3 5 1883

MQTT user name : & * .—ﬁ
MQTT password : %5

MQTT topic for beacon @ ®FRE 4%
MQTT topic for heart beat : MQTT f-% 3t %0

MQTT client @ ®IREFE &4

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0
System || Services || Network Logout

GPS GW  Beacon GW uHTTPd Serial GW

.01 0.09 Unsaved Changes: 0

Administration Fail-safe

No password set!

Go to password configuration...

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

0T router beacon gateway

Beacon gateway gethers beacon data and sends to cloud server

Beacon GW parameters

CEG021440
Start Beacon GateWay service

o

Accepted beacon UUID 1
Accepted beacon UUID 2
Accepted beacon UUID 3
Accepted beacon UUID 4
Accepted beacon UUID 5
Accepted beacon UUID 6
Accepted beacon UUID 7
Accepted beacon UUID 8
Heart beat Report interval{10 ~ 65535 seconds)

Beacon Report interval{10 ~ 180 seconds)

[A1234567-890B-1234-5675-00C 123456789 |

[22345678-90ab-cdef-1234-567800abcdef |

[22345678-90ab-cdef-1234-567890abcdef |

[42345678-90ab-cdef-1234-567890abcdef |

[F2345678-90ab-cdef-1234-567890abcdef

[f2345678-90ab-cdef-1234-567890abcdef |

[72345678-90ab-cdef-1234-567800abcdef |

[B2345678-90ab-cdef-1234-567890abcdef

[0 |

[0 |

Beacon MQTT Server URL

MQTT Server port

[156.19366 |

1883

MQTT user name

MQTT password

MQTT topic for beacon
MQTT topic for heart beat

MQTT client

username ]

[password |

[Beacon ]

[Heartbeat

[clientid

@ Reset
Powered by LuCI Master (git-17.165.70928-dd6ch31)
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5-3 ulTTPd FR7% %

Services=>ullTTPd
A lightweight single-threaded HTTP(S) server » uHTTPd &_OpenIWR &% % HTTP PR i3 %
B H ATERI S HTTPS ##igE HTTP (A -

General Settings
HTTP listeners : K T HTTP £ foizht % 3 > 4p L& B HTTP 33 FF chsg o frde ik o ok 3
Do g PIPRFE B H-E E e pRIE i [Pv4 fo [PV6 3-F o * 350.0.0.0:80 &
B IPvd e b mgege 80 &[0 ]:80 ¥ [Pv6 o & F BT FE - 4y

2 ’_

TEBRERC S EFUANEGF- B (REC D)

HTTPS listener ® 4p & # #64c % HTTPS 37 B ehE FEink 2 35 > #3% & HTTP
Redirect all HTTP to HTTPS :3k = #-#r5 HTTP £ <= 3| HTTPS

Ignore private IPs on public interface : &vt == * K m + 9§ 3 [Ps
HTTPS Certificate : * »t 3% & HTTPS i £ 7 ASN. 1 / DER & 3 e~ i
HTTPS Private Key : * **4% i= HTTPS i# 4% ASN. 1 / DER #+ 4~ i+
Remove old certificate and key : #1°* T & DER # 2 - DER # 4%
Remove configuration for certificate and key : #] “’T‘ DER # % f- DER # 4 rpe &

[

uHTTPd

A lightweight single-threaded HTTP{S) server

MAIN =Delete
General Settings
HTTP listeners {address:port) [o-o.0.0:80 B
[:-1-80
» Bind to specific interface:port (by specifying interface address
HTTPS listener {address:port) [Do 00443 |«
1443

= Bind to specific interface:port (by specifying interface address

Redirect all HTTP to HTTPS

Ignore private IPs on public interface o Prevent access from private (RFC1218) IPs on an interface if it has
an public IP address

HTTPS Certificate (DER Encoded) Uploaded File (862.00 B) |EIFERE | FIBEETHERE
fetciuntipd.cri |

HTTPS Private Key {DER Encoded) Uploaded File (1.16 KB) |#RIFiEER | SFEEIFEEER
[etciuntipd. key |

Remowve old certificate and key =IRemove old certificate and key

o UHTTPd will generate a new self-signed certificate using the
configuration shown below.

Remowve configuration for certificate and key =Remove configuration for certificate and key

o This permanently deletes the cert, key, and configuration to use
same.

ulTTPd Self-signed Certificate Parameters : ullTTPd p % #% 2

9

#

------ uHTTPd Self-signed Certificate Parameters

Valid for # of Days [F30 |
Length of key in bits 2048 ]
Server Hostname [CpenWrt ]
o a.k.a CommonName
Country EZ ]
State [Somewhere ]
Location [Unknown ]
oReset JSave wSave & Apply
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5-4 Serial GW & | Rt i

Services=>Serial GW +~ Bt d = serial gateway
Serial GateWay if i TCP i 4% RS232 3K % * #-dicdp o 12 7| 2 JRAF B

Start Serial GateWay service @ 9 if Ex* gt PRG*

TCP port number(1024 ~ 65535) which SerGW : 2k =i £ 2 =3 IR B ad £ Port 5L
[P address which SerGW connects with by TCP : X i &% 2 3 PR B [P = &
Duplex : 1 1T 4 281 or X1

Baud © 3k ®_RS232 baud rate

data_bits : 3k T_RS232 data bits

parity : RS232 Parity selection

stop_bits : RS232 number of stop bits

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.06 0.11 Unsaved Changes: 0 Administration Fail-safe

Status f| System | Services J| Network Logout

GPS GW | Beacon GW | uHTTPd Serial GW

No password set! . . .
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

loT router serial gateway

Serial gateway connects RS232 device and sends data to cloud server by TCP

Serial GW parameters
CFGDZE751

Start Serial GateWay service

TCP port number(1024 ~ 65335) which SerGw [12345

connects with

IP address which SerGW connects with by TCP [123.234.123.234 |

duplex [half v]
@ Send to remote only / Send and Receive

baud [115200 ]
& RS232 baud rate

data_bits & v]
& RS232 number of data bits

parity Mone
@ RS232 Parity selection

stop_bits [
@ RS5232 number of stop bits

@ Reset ZSave [Save & Apply
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6.3 B 7 5y K T

6-1 Interface Overview 4 & ) i

Interface Overview & %8 4 &} & : Network=> Interface

P AR E R T LR G RE

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.07 0.05 0.05 | Auto Refresh: on

Administration Fail-safe
Unsaved Changes: 0
Status | System || Services Logout

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes
Load Balancing

WAN WANS6 WAN2 LAN

Firewall Diagnostics QoS

Interfaces

- Interface Overview

Status

Uptime: 2h 23m 18s
MAC-Address: 00:09:B5:7 777070
RX: 12.59 MB ;107507 Pkts;

TX: 57.21 MB (121638 Pkts

IPv4: 192.168 10.1/24

IPv6: fdf9:17a3a:2712::1/60

Uptime: 2h 18m 46s
MAC-Address: 00:09:B5:
RX: 220.63 MB (306318 Pkts.) =
TX: 807.65 KB (8653 Pkts.)

IPv4: 192.168.100.121/24

Uptime: 2h 23m 2s
MAC-Address: F6:2B:79:7 7 7
RX: 44.00 MB (96024 Pkts.e
TX: 10.35 MB (83162 Pkts.)
IPv4: 10.228.103.216/28

Uptime: Oh Om 0s
MAC-Address: 00:09:B

RX: 220.63 MB (306318 Pkts )
TX: 807.65 KB (8653 Pkts.)

Network Actions
LAN
0 (zoe)

br-lan

< Connect @ Stop Delete

WAN
Connect Delete

eth0.2

WAN2
o # Connect
wwan0

WANG
= Connect Delete

eth0.2

-- Global network options

IPv6 ULA-Prefix [fdf9:17aa:a712:748

wReset
WANCIPV4)/WAN6(CIPV6)/WAN2(4G)/LAN 1% ‘w38 3k 2o
WAN(CIPV4)=>»General setup

@ Save 9Save & Apply

IJ Vi WAN 24 2% °

¥ 2t % WAN IP 578 &b 3% : 4% i [P/DHCP/PPPoE

#Fig TPk = ¢ 3k 2 IP Address / netmask / Geteway / DNS

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.10 0.15 | Auto Refresh: Administration Fail-safe
System f| Services | Network
Wireless Switch DHCP and DNS Hostnames Static Routes

WAN  WANG WANZ  LAN

Interfaces Firewall Diagnostics QoS Load Balancing

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces hy ticking the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use I notation INTERFACE.VLANNR (g.g,: 1),

Common Configuration

General Setup
Status Uptime: 8h 24m 25s

MAC-Address: 00:09:85:00:00:65

Protocol Sialic address i

IPv4 address

IPv4 netmask

IPv4 gateway

IPv4 broadcast

Use custom DNS servers

IPv6 assignment length

IPv6 address
IPVE gateway

IPv6 routed prefix

IPv6 suffix

f2.56.193.75

[255255.255.192 ¥]
[p2.56.193.65 ]
[ ]
[f68.95.11 ]

[disabled ]
@ Assign a part of given length of every public IPv6-prefix to this interface

@ Public prefix routed to this device for distribution to clients.

1
Allowed values: "euigd’, random’, fixed value like

{like is Ee:elved from a delegatlng server, use the sufﬁx (Ilke

address ( a:b ) for the interface.

34
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DHCP &k #_: p - P~1F [P

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.01 0.03 0.05 | Auto Refresh: Administration Fail-safe

Unsaved Changes: 0
Status | System | Services | Network

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS
Load Balancing

WAN WANG WANZ2 LAN

Interfaces - WAN

on thisg}age you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces”
field and enter the names of several network interfaces separated by spaces. You can also use VLAN notation
INTERFACE.VLANAR (g,9,: eth@.1). :

Common Conflguration

General Setup

Status Uptime: 2h 23m 47s
MAC-Address: 00:09:B5:00:00:65
stho.2 RX: 228.40 MB (317213 Pkis.)
TX: 833.69 KB (8922 Pkts.)
IPv4: 192.168.100.121/24

Protocal [DHCP client v]

Hostname to send when requesting DHCP [Openwirt |

~Back io Overview @Reset @ Save WSave & Apply

Powered by LuCI Master (git-17.165.70928-dd6cb31)

PPPoE 3k &_: # * [& ISP #1dk -2 tR5LZ B rE5d%

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.03 0.05 | Auto Refresh: Administration Fail-safe

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS Load Balancing
WAN WANS WAN2 LAN

No password set! i )
here is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Interfaces - WAN

On this page you can configure the network interfaces. You can bnd?e several interfaces by ticking the "bridge interfaces” field and enter the
names of several network interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR {e.0.: eth@.1).

Common Configuration
General Setup
Status

pppoe-wan

Protocol [PPPeE

PAP/CHAP username [B5E88288 @hinet net

PAP/CHAP password [rreeees

Access Concentrator [uto
. Leave empty to autodetect

Service Name [uto
. Leave empty to autodetect

Back to Qverview-Reset Save -Save & Apply

Powered by LuCI Master {git-17.165.70928-dd6cb31)

PPPoE Advanced Settings @ p* 78 p 2 3K T3 % F RRFER E
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WANCIPV4)=>»Advanced Settings : WAN shigf#3%k > & 3 Bring up on boot/ Use builtin
[Pv6-management/ Use default gateway/MAC address:---
VIBFFRK TP LR LEF T RRA B

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.01 0.03 0.05 | Auto Refresh: Administration Fail-s

Unsaved Changes

Status || System || Services | Network Logout

Interfaces \Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS
Load Balancing

WAN  WANS WAN2 LAN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge
interfaces” field and enter the names of several network interfaces separated by spaces. You can also use ¥/
notation INTERFACE.VLANNR (g.g,:

------ Common Configuration

Advanced Settings

Bring up on boot o

Use builtin IPv6-management "

Force link @ Set interface properties regardless of the link carrier (If set,
carrier sense events do not invoke hotplug handlers).

Use broadcast flag @ Required for certain ISPs, e.g. Charter with DOCSIS 3

Use default gateway # @ If unchecked, no default route is configured

Use DNS servers advertised by peer ifgr-for!; unchecked, the advertised DNS server addresses are

Use gateway metric [0 ]

Client ID to send when requesting DHCP [ |

Vendor Class to send when requesting DHCP | ]

Override MAC address [00:09:B5:00:00:65 |

Owverride MTU [1500 |

Dial-up User name for modem using RNDIS | ]

driver

Dial-up Password for modem using RNDIS | | i

driver

Dial-up APN for modem using RNDIS driver | |

SIM card PIN code for modem using RNDIS | ]

WAN(CIPV4)=>»Physical Settings : creates a bridge over specified interface

OpenWrt | Openwrt Designated Driver r49395 | Load: 0.82 0.39 0.29 | Auto Refresh: Unsaved Changes: 0 Administration Fail-safe

Status J| System J| Services | Network Logout
Interfaces = Wireless Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS Load Balancing
WAN | WANG WAN2Z LAN

No password set! ; ;
There is no password set on this router. Please configure a root password to protect the web interface and enable S5H.
Go to password configuration...

Interfaces - WAN

On this page you can configure the network interfacas. You can bridge several interfaces by ticking the "bridge interfaces™ field and enter the names
of several network interfaces separated by spaces. You can also use notation INTERFACE. VLANNR the.1).

Commeon Configuration

Physical Settings
Bridge interfaces @ creates a bridge over specified interfaca(s)

Interface s Ethernet Switch: "eth0”
i Switch VLAN: "ethO 1" (lan)
;' Switch VLAN: ethOZ (wan, wang)
Ethernet Adapter: "tegl0”
,_'. Ethernet Adapter: "wwan0" (wan2)
w_Wireless Network: Master "HotSpot-00:09:b5:00:00:64" (lan)
* Custom Interface:

«|Back to Overview @ Reset Z8ave [DSave & Apply
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WANCIPV4)=>Firewall Settings : Create / Assign firewall-zone

OpenwWrt | OpenWrt Designated Driver r49395 | Load: 0.01 0.03 0.05 | Auto Refresh: Administration Fail-safe
Unsaved Changes: 0

Status | System || Services | Network

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS
Load Balancing

WANM WANS WANZ2 LAN

Interfaces - WAN

on this&}age you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces”
field and enter the names of several network interfaces separated by spaces. You can also use YLAN notation

INTERFACE.VLANNR (g,0,: eth@.1).

Common Configuration
Firewall Settings

Create / Assign firewall-zone lan: lan: = &

vpn: (empty)

wan: want: == wan2: .

unspecified -or- create: |:|

@ Choose the firewall zone you want to assign to this interface.
Select unspecified to remove the interface from the associated
zone or fill out the create field to define a new zone and attach the
interface to it.

~Back to Overview @Reset JSave wSave & Apply

6-2 Wireless & 33K &

Wireless & 523k 2_: Network=>Wireless

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.05 0.21 | Auto Refresh: Unsaved Changes: 0 Administration Fail-safe
Status | System Network Logout
Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS Load Balancing
radio0: Master "HotSpot-00:09:b5:00:00:64"

No password set! . .
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Wireless Overview

Generic MAC80211 802.11bgn (radioD -
ﬁ_& Channel: 6 (2.437 GHz) | Bitrate: ? Mbit/s d  Scan

0% SSID: HotSpot-00:09:b5:00:00:64 | Mode: Master @ Disable
° BSSID: 00:09:B5:00:00:64 | Encryption: None

Associated Stations

MAC-Address Host Signal / Noise RX Rate / TX Rate

No information available

73k SSID % HotSpot-00:09:b5:00:00:64(MAC ] € i & 2 4858 5 2 )
PRk WiFi %% 2LM B en

by
n
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Device Configuration
General setup : Network=>Wireless=>Edit

A AE AP Status 2 BT P W AR TE AR

Wireless network is enabled Rz Bf B¥ & 34 B

Operating frequency #* & #:5% Mode % #f:f Channel ~ 4 % Width %
Transmit Power 3% 4 &5 5

ESSID/MODE % { SSID / i & #-5¢

Advanced Settings : Network=>Wireless=»edit=>» Advanced Settings

Country Code

-~ Device Configuration

Distance Optimization [ |

Fragmentation Thresheld | |

RTS/CTS Threshaold | |

Country Code - 4p TR RL& % 45 > F 7 * il if {r By # 5 > 802. 11
1iFed s 4B gEE 2.4 GHz ~ 3.6 GHz ~ 4.9 Gz
fo 5.8 GHzM » & B &~ 414 2 FFHE - 7 BR 7  F1
TR Aol @ ¥ GBI AE 0 Glded X G s 5 o
R

Distance Optimization @ BE3E% i“dpap i Z ~ FEEdg» ok 5 H =
Fragmentation Threshold : » &’ &
RTS/CTS Threshold :
RTS /CTS # * Ip p3— 45 S g o CSMA/CA L 7R
B - B wireless client F PF§— B & RFH B, - B wireless
client 2 B x 7 JEHE& Z Frif ¥ & LR F S, ©FF ¢ & 2 pidgfm, 47
A Sqewireless client ¥ ME 2% 5+ /] frame , 1 # * rts/cts #
i orts/cts ArbR & 72 & % £ BRI ra | FlE wlan frame &+ 2304+8
wep byte=2312 #1237 2312 -3] 2346 %>~ 2" 72 ge* "RTS/ CIS » & * p*
#®Ea (1) § wireless client =gz »# (2) rf 3+ F L P

Advanced Settings

[00 - World ]
@ Use ISO/IEC 2165 alpha2 country codes.

@ Distance to farthest network member in meters.

Interface Configuration
General setup : Network=>Wireless=edit=>» Interface Configuration

ESSID : i # WiFi 4
Mode * 3 ¥ # SUHC5Y > @ 7 44 & Access Point ~ APClient ##5¢

Ad-Hoc -~ 802.11S -~ WDS--- %

N

Network : E# R e Pl BB Pl NEB “ITET U TRITER
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Hide ESSID : gz * *2 & ESSID
Ex# 5 vE G SSID EIE > Ar ﬁfsﬁz’* =B E G Fd FlH SSID -
LB E % { Bk T P

~ \

| RS 4
HnTr | B AR
| g EmEREREE || ETSIEEeM—EEEACERERE RS S ER )
= aemgumans [ (g s
! BRI EG il
T ((i)) RealTek-PQA-Jerry
) TRPETEAS RS E aitll
(( )) default
S AR ﬁ
ol WED TR wallll
o BEENET ((ﬁ)) 20006 L
B A waill
(( )) 2800¥GI
i mE AR waill
2000¥GI
((?)) >
)

2. BREATH 0 X LEMPR

3. Ededy ek LA (SSID ) LAFRE AR B

4, F RREM-D> ZRARR-D> M FVEFREAERER 2
WMM Mode : g=* Wi-Fi % &8 (WMM) - &_Z % IEEE 802. 1le #& % e Wi-Fi =5 B

I MR > v 5 IEEE 802. 11 3k v AL & ch QoS # 5t » * 3%

RF 4548 2. B e 52 QoS

----- Interface Configuration

General Setup

[HotSpot-00:09:5:00:00:64 |

Access Point v]

Network 4 [lan: @

wan: g
wan2: &
wané: 3

create: [

@ Choose the network(s) you want to attach to this wireless interface or fill out
the create field to define a new network.

WMM Mode ¥

~|Back to Cverview @ Reset @ Save [dSave & Apply

Wireless Security : Network=>Wireless=»edit=>Interface Configuration
%k 2_WiF1 2% > £ # Wireless Security :& 74Pl 4 B3R > K TR (¢
#$ Save & Apply o
Encryption @ %k T_& % 4c % > ;¢
BERAT TG RATESHAS- L o EEFFE OB
%ii’ﬁﬁﬁﬁﬁ%%iﬁﬁﬁﬁ%ﬁﬁiiiﬁf
< % ks ﬁﬁ%%ﬁﬁﬁﬁﬁiﬁ@ﬁﬁﬁﬁﬁ
ME»ci®® (WEP) » Wi-Fi %28 (WPA) = WPA2
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- Interface Configuration

Wireless Security

Encryption Mo Encryption

WEP Open System L.
WEP Shared Key

+|Back to Overview @ Reset

No Encryption: # 4c @ » 3 & SFp&K (&

WEP : WEP % 3 # % »z4c % (Wired Equivalent Privacy)» * f#& &4c %
#%3% (Wireless Encryption Protocol ) » A3t 5 & Hp 45 e 3 Hojie
PR LRR FERREY > T REK e B

-- Interface Configuration

Wireless Security

Encryption [WEF Cpen System v]

Used Key Slot [Key#1 ]

Key £1 [& | &

Key £2

[
Key £3 & | &
[

Key =4

WPA:WPA & 4 i % * £ %% = foip & * ik o %E 'zﬁ:; » & ¥ 450 WPA-EAP
v f B 802, 1x B i BE T BB & Skt (EAP) o B 4 5
WPA-PSK & * SF 4 % Sdk > M b F ol Ut 32 BRG] ¥

?ﬁﬁ%ﬂoﬁiw\%tﬁw»}%ﬁmﬁﬁ’WPAa%:
WPA-PSK: WPA 7F £ 3 4 4k * H5¢
WPA2-PSK:WPA2 7f £ % 4 4 B  Host
WPA-PSK/ WPA2-PSK Mixed Mode: WPA2 / WPA i & #5% # = vt 22 WPA
(TKIP) 4= WPA2 (AES) % = :#id 4
;\

= s

WPA-EAP: WPA +¢

3 &4k
WPA2-EAP: WPAZ 3%

B o

%Fﬁ
* 7

Cipher : K T # R4 T WPA 4 % 4 5 2 /8% 24 B g & 5 5 TKIP
BAES izs E P D EMEd BTE a2 AaERE > kY ARS
”TUPﬁ”i$%ﬁﬁ%ﬁmwm%%&?TMPm;’% B enig
ﬁﬁ&%gﬂ%ﬂéj4mmu1

------ Interface Configuration

wireless Security

IEncryptiDn |WF'.»'—‘~2-F'SI»< i |I

Cipher [auto ]

[rev [ 12345678 | 2]

2802.11r Fast Transition @ Enables fast roaming among access points that belong to the

same Mohility Domain

802.11w Management Frame Protection | Disabled (default) v |

@ Requires the 'full’ version of wpad/hostapd and support from
the wifi driver
{as of Feb 2017: ath2k and athiok, in LEDE also mewlwifi and mt7a)

[“lBack to Overview @ Reset @ Save ave PRy
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o

MAC-Address Filter : MAC-Address i /g % °
MAC # 2 3%k &

TG WP/ LN AC A B /% 7 2 e

------ Interface Configuration

MAC-Filter
MAC-Address Filtel Allow all except listed v
. dizable
MAC-List Allow listed only ]
Allow all except listed
~|Back to Overview @ Reset ZSave [[NSave & Apply

Advanced Settings : Network=>Wireless=2edit=>» Interface Configuration =»Advanced Settings
Isolate Clients : [# 2k & = =3 & = il 13

Interface name : % F ®iudzv L4

----- Interface Configuration

Advanced Settings
Isolate Clients @ Prevents client-to-client communication

Interface name [ |
@ Override default interface name

=|Back to Overview @ Reset @5ave [@Save & Apply

Join Network: Wireless Scan : Network=>Wireless=>»Scan
PROEREE R o Fh R Bl ML aMeER e 730505% & ~SSID- Channel ~ Mode
» MAC Address ~ #v = ;4 %

OpenWrt Designated : 0.05 0. . Unsaved Cl
Status Services | Network Logout

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS Load Balancing

No password set! . . .
There is no password set on this router. Please configure a root password to protect the web interface and enable S5H.
Go to password configuration...

Join Network: Wireless Scan

: 1 | Mode: Master | BSSID: FC:4A:E0: ion: [dJoin Network

CiTnnTios F
Channel: 1 | Mode: Master | BSSID: 18:31:BF! ion: ) [EJoin Network

1 -
Channel: 6 | Mode: Master | BSSID: 00:09:B5: | Encryption: mj [E.Join Network

Channel: 5 | Mode: Master | BSSID: EC:1F:72: | Encryption: } [@Join Network

alll [ -
257 Channel: & | Mode: Master | BSSID: 14:CC:20: | Encryption: mij 4 (G Join Network

@Back to overview | ciRepeal scan
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6-3 Switch B M &

SWITCH . B B : Network=>Switch
PR E e Wl e 5] 5 VAN 0
VLAN i # # 302 [5 3 Jo crgefr > i F BT

Lo deI Bigdoi s pRaH e oo

F oL teipat VAN 22 fF 8 4R 5 i 12 o
A E RS TR R G

a2

—=\

27 P

Enable VLAN functionality @ 4 &Efc™* g7 a
Add © #§ 4e #5 VLANL 3% 2

Delete * #1% VLANI % %

Save / Save & Apply : #£5% & *

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.08 0.09 0.10 | Auto Refresh: Unsaved Changes: 0 Administration Fail-safe

Status J| System || Services | Network
Interfaces  Wireless  Switch DHCPand DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Load Balanding

No password sef! . .
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Switch

The network ports on this device can be combined to several YLANs in which computers can communicate directly with each other. YLANs are
often used to separate differant network segments. Often there'is by default one Uplink port for a connection to the next greater nétwork like the

internet and other ports for a local network.

Switch "switch0" (mt7620)

Enable VLAN functionality

VLANSs on "switch0" (mt7620)

VLAN ID CPU (eth0) LAN

Port status:
r & 2
1000baseT 100baseT
full-duplex full-duplex

|[tagged v | [untagged v |[off v] #|Delete

|[tagged v |[off v | [untagged v xlDelete

]Add

@Reset 5ave [ Save & Apply

Powered by LuCI Master (git-17.165.70928-dd6ch31)
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6-4 DHCP & DNS

DHCP & DNS : Network=»DHCP and DNS
A 3K #_DHCP PR#% % 4- DNS £ 38 NAT # 3 d :8 L 4

6-4.1 General setup — #£3% &
Domain required : 4 ¥ %77 % & &2 3 DNS & ALerfiim™ &4 DNS -k
Authoritative : 9 & 1o d A & vi— o DHCP
Local server : 2Rjfgsyts ™ fein ffiAE 3 § #F > 7 A A DHCP & 3 g2 2 ¢ f247
Local domain : *4c 3| DHCP & ffri 4= i ixp
Log queries : #_% #4237 DNS ?3-:]"»,“. » syslog
DNS forwardings : 3483 ¥ DNS PR3 % 71 4
Rebind protection : & # F & RFC1918 ¥ & & A8 %3k
Local Service Only : ‘i’ﬁ*ﬂ] DNS FR7% ¥ & =% subnets interfaces
Non-wildcard @ ¥z 3|4 245

Openywrt | Openyrt Designated Driver r49395 | Load: 0,12 0.20 0,23 | Auto Refresh: on

Unsaved Changes: O administration Fail-sa

Status Systern Services Logout

Interfaces Wirgless S itch DHCP and DMNS Hostnames Static Routes Firews all Diagnostics
oS Load Balancing

Mo password set!

There is no password set on this router. Please configure a root password to protect the web interface and
enable S5H.

Go to password configuration...

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for WMAT firewalls

— Server Settings

General Settings

Domain required ¥ @ Don't forward DMS-Requests without DNS-Mame
Asuthoritative ¥ @ This is the only DHCP in the local network
Local server [frans ]

@ Local domain spedification. Mames matching this domain
are never forwarded and are resolved from DHCFP or hosts
files anly

Local domain |Ian |

I Local domain suffix appended to DHCP names and hosts
file entries

Lag queries @ write received DMS requests to syslog

DMS forwardings [ ||
@ List of DMS servers to forward requests to

Rehind protection @ Discard upstream RFC1918 responses

Local Service Only ¥ @ Limit DNS service to subnets interfaces on which we are
sarvinng DMNS.

Man-wildcard @ Bind only to specific interfaces rather than wildcard
address.

- Active DHCP Leases DS

Hostname IPwd-Address MAC-Address Leasetime remaining

Active DHCP Leases : # 7 ipvd 32 B~ DHCP A£.%) eh & #o & 4L ~ [P~ MAC ~ AR ) 5
Active DHCPv6 Leases : &1 ipv6 e B~iF DHCP A2 %) eh 3 " & 4L ~ [P~ MAC ~ A2 ) P
Static Leases : #w# a2 » 5 DHCP 2 # o e H 2 [P+ nhfrdi 8 L 4L
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------ Active DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining
Aspi irT— 192.168.10.181 2¢:60: 0c: minhinniny 10h 9m 17s

------ Active DHCPvVG Leases
Host IPv6-Address DUID Leasetime remaining

There are no active leases.

------ Static Leases

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-
dynamic interface configurations where only hosts with a corresponding lease are served.

Use the Add Button to add a new lzase entry, The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed
address to use and the Hostname is assigned as symbolic name to the requesting host. The optional Lease time can be used to
set non-standard host-specific lease time, e.g. 12h, 3d or infinite.

Hostname MAC-Address IPva-Address Lease time IPv6-Suffix (hex)

This section contains no values yet
FlAdd

6-4.2 Resolv and Hosts Files f#47fr3c ¢ < &
Use /etc/ethers: 932 / etc / ethers rpe ¥ DHCP PRix %
Leasefile @ #-3% %75 %  DHCP #2. 5 e 12
Ignore resolve file: § :ER| &% ﬁ”i’}’??‘ &
Resolve file : &% DNS f#47 = & 7 fix
Ignore /etc/hosts @ &/ etc / hosts
Additional Hosts files: & = H s 1 8= &

Openwrt | OpenWrt Designated Driver r49395 | Load: 0.04 0.34 0.24 | Auto Refresh: Administration Fail-safe

Status | System | Services | Network Logout
Interfaces ‘Wireless Switch DHCP and DNS Hostnames  Static Routes  Firewall Diagnostics QoS Load Balancing

No password set!
There is no password set on thls router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration..

DHCP and DNS

Resolv and Hosts Files
Use sretc/ethers

Leasefile [tmp/dhcp leases
@ file where given DHCP-leases will be stored

Ignore resolve file

Resolve file [tmp/resolv.conf.aute
@ local |

Ignore fetc/hosts

Additional Hosts files

6-4.3 TFTP Settings TFTP K & - %

6-4.4 Advanced Settings B %K ¥
Suppress logging : 3%k T A_F 2 i edkip i 2 p ¥ 0P &
Allocate IP sequentially : 3k T & _F & B ¥ % byt FF 'izr.:}“-é-)"éfﬁ,. A e [P
Filter private : &k &% #im+ ? PEEF KIS PR ROE S B
Localise queries : K T EF @& * &3 1 43§ > 4ok 5B IPF % > QIR R
Boft 48 7
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Expand hosts @ 3K AT #H v 2 > # 4 j hosts ¥~ B iEh L

No negative cache : ixF g o ¥ % > 7 BEHF 2w § » bldr $307 5 ddus

Additional servers file: B s JRIZE > i > p < ¥ i & 3 “server = / domain /
1.2.3.47 & “server = 1.2.3.47 & {7 » * 30 F g3t 5
s et K DNS PRIE o

Strict order : 3% @ #_%F DNS PRI+ B #-% resolvfile 0% B & {7 4

Bogus NX Domain Override : 3%k T 4_F #% & B NX 38 & % ehd *ﬁw #

DNS server port : 3%k D NS &R Eid 4535

DNS query port : 3%k D NS PR B 39 3%

Max. DHCP leases : 3% %_DHCP # * 4.4

Max. EDNSO packet size : 3% Z_DHCP # ~ 37 UDP 3¢ /]

Max. concurrent queries : 3%k T_i3Fg ¥ ek < DNS &3 %

DHCP and DN5S

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls

------ Server Settings
Suppress logaing
Allocate IP sequentially

Filter private

Filter useless
Localise queries

Expand hosts
No negative cache

Additional servers file

Strict order

Bogus NX Domain Qverride

> server port

PN query port

Max, DHCP leases

0 packet size

Max, concurrent gueries

Advanced Settings
@ Suppress logging of the routine operation of these protocols

“ @ Allocate IP addresses sequentially, starting from the lowest
available address

¢ @ Do not forward reverse lookups for local networks

¢/ @ Do not forward requests that cannot be answered by public name

servers

@ Localise hostname depending on the requesting subnet if multiple

IPs are available
7 @ Add local domain suffix to names served from hosts files

@ Do not cache negative replies, e.g. for not existing domains

] This file may contain lines like 'server=/domain/1.2.3.4" or
'server=1.2.3.4" fordomain-specific or full upstream Servers.

@ DNS servers will be queried in the order of the resolvfile

0

7.215.65.132

5 |
@ List of hosts that supply bogus NX domain results

B2
@ Listening port for inbound DNS queries
fany

@ Fixed source port for outbound DNS queries

[unlimited
@ Maximum allowed number of active DHCP leases

[i280

@ Maximum allowed size of EDNS.0 UDP packets

[i50
@ Maximum allowed number of concurrent DNS queries
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6-5 Hostnames i 4 & 4

Hostnames 3 # % : Network=>Hostnames
2% T LAN = ¢ # ﬁii%}ﬁ -

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.03 0.05

Unsaved Changes: 0 Administration Fail-safe

System § Services | Network

Interfaces Wireless Switch DHCP and DNS | Hostnames | Static Routes Firewall Diagnostics QoS Load Balancing

No password set! ) )
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Hostnames

Host entries

Hostname IP address

This section contains no values yet

“1Add

D Reset @ Save [HSave & Apply

Powered by LuCI Master (git-17.165.70928-dd6cb31)

TopAATH A CHEDICP AN T p T2 PR

OpenWrt | OpenWrt Designated Driver r49295 | Load: 0.07 0.39 0.27 Administration Fail-safe

System J| Services | Network Logout

Interfaces Wireless Switch DHCP and DNS = Hostnames | Static Routes Firewall Diagnostics QoS

Load Balancing

No password set! i .
There is no password set on this router. Please configure a root password to protect the web interface and enable

SSH.
Go to password configuration...

Hostnames

Host entries
IP address

192.168.10.202 (00:12:17 n—— x|Delete

Hostname

B

1Add
= 192.168.10.202 (00:12:17: ;
192.168.100.253 (00:11-32 siiemiy
192.168.100.1 (f3:d1:11 Suwummm ¢ [@Save & Apply

BReset
192 16810200 (00: 12 Swymrmmy)
192 168.10.181 (2c:60; Oc: SN

— custom --
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6-6 Static Routes # i . ¢

Static Routes # iz ¥4 : Network=>»Static Routes
BT 2 R d a7 NIE R BAPSeradEe (interface) frid ;i (gateway)

isaved Changes: 0 Administration Fail

Interfaces Wireless Switch DHCP and DNS  Hostnames  Static Routes Firewall Diagnostics QoS  Load Balancing

No password set!
There is no password set on this router. Pleasz configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Routes

Routes specify over which interface and gateway a certain host or network can be reached.

— Static IPv4ROMEES —— — — — —

Interface Target IPv4-Netmask 1Pv4-Gateway Metric MTU Route type
Host-IP or Network if target is a network

This secton contains no values yet

1Add
— Static IPv6 ROWGES —— — — — —
Interface & Target 1Pv6-Gateway Metric MU Route type
IPy6-Address or Network (CIDR)

This secton contains no values yet

1Add

Rzt o%ave [Save & Apply

Add Static IPv4 Routes : #73# — IPv4 # fu it d

Routes

Routes specify over which interface and gateway a certain host or network can be reached.
----- Static IPv4 Routes|

Interface <l Target IPv4-Netmask
Host-IP or Netwaork if target is a network

4-Gateway Metric MTU Route type

This section contains no values yet
Add

Interface : £ # & 378 4o P i d EI0B i ft
# v (interface) *Tdp+4-™ BlI#fom

Interfaces

----- Interface Overview

Network Status Actions
Uptime: 5h 57m 40s
LAN MAC-Address: 00:09:B5:00:00:64
o ey 5128318 E}g&g; i S,'j,}g} Z Comnect | @ Stop & Edt | x| Delete

br-lan IPv4: 192,168.10.1/24
IPv6: fd8b:1db5:c521::1/60

Uptime: 5h 44m 18s
WAN MAC-Address: 00:02:B5:00:00:65 i
g RX: 562.02 MB (825746 Pkts.) = Connect @ Stop | (£ Edi #] Delete
etho.z ~ TX: 2.06 MB (24171 Pkts.)
IPv4: 192.168.100.132/24

Uptime: 5h 57m 255
WAN2 mMAC-Address: A6:DB:DC:E1:62:79 )
B RX: 15.95 MB (77597 Pkts.) Z Connect @ Stop | Edit #| Delete
wiwani TX: 6.86 MB (54445 Pkts.)
IPv4: 10.233.95.63/25

I ot O O - 09:85:00:00:65
= ress: 3 g 2 g 3 = g -
RX: 562.02 MB (825746 Pkts.) - Connect | @  Stop 4 Edt %] Delete

etho.2 TX: 2.06 MB (24171 Pkts.)
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Tarage * 73 P 1% > 3p L2 4% [P or #§

[Pv4-Netmask * 4 T - B+ fpaig ¥

[Pv4-Gateway * 4p T- B W E &

Metric : & > X EE L 0

MTU : & = @ﬁiﬁﬁf = (Maximum Transmission Unit ) — #&kedef 4 & 2% & 1500
Route type : 45 T d 353

Routes

Routes specify over which interface and gateway a certain host or network can be reached.

----- Static IPv4 Routes
Interface « Target
[lan | @|[255.255.255 255 | o [1500  Junicast  v] xiDelete
FAdd

6-7 Firewall F* X 3%

Firewall i X 3% : Network=»Firewall
X PRI ~ /3 2 @ > ¢ 7 Port forwarding/Traffic Rules/Custom Rules
6-7.1 General setup — 4K
Enable SYN-flood protection : 3% = & F fx* SYN-flood %3

A - fEIEETIRARSTE o A TP B - kA eh
SYN sl PR s b ERAIREZT R # 55
ﬁé§ & il Gk

Drop invalid packets : & % &% % 3 & »cicdg s (3¢ )

Input @ ¥ > 2 #icdp e WA T T R/#_X/IES

Output : ¥4 2 #dge K > TR/ HX/IES

Forward : ¥4 2 #icdp ¢ K 20 T H/HX/IES

Unsaved Changes: 0 Administration Fail

OpenWirt | OpenWrt Designated Driver r49395 | Load: 0.09 0.27 0.42

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes  Firewall Diagnostics QoS  Load Balanding

General Settings Port Forwards  Traffic Rules  Custom Rules

No password set!
Thare is no password set on this router. Plese configura a root password to protact the web interface and enable SSH.

Go to password configuration.

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings ————————
Enable SYN-flood protection
Drop invalid packats
Input
ouper
Forward rejert v
Zones
Zone = Forwardings Input Output Forward Masquerading 1ss clamping
lan: lan: = & = wan vpn [acoept ¥ |[actept ¥ J[accest V] ZEdit = Delete
MR vizn:  wanb: ¥ wan: 2| = refect ¥ | [accept W |[refect v] ZEdit xDelete
pn: (mpty) = lan aocept ¥ faccept ¥ | [accept ] ZEdit 2 Delete
JAdd
OReset oSave @Save & Apply
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Masquerading @ 3% %_f% %
MSS clamping : 3% Z_MSS %']’—if’_
Covered networks : X T F 7Rut e %

Firewall - Zone Settings - Zone "lan”

- Zone "lan™

This section_defines common properties of "lan™, The input and output options set the default policies for
traffic entering and leaving this zone while the forward option describes the policy for forwarded traffic
between different networks within the zone. Covered nefworks specifies which awvailable networks are
members of this zone.

General Settings

MName flan ]
Input [accept v ]
Output [accept v ]
Forward [accept v ]

Masquerading
MSS clamping

Covered networks -

cresre: [ ]

Inter-Zone Forwarding ¥ %% & 4 3
Allow forward to destination zones: iiF#EZF | P & % &
Allow forward from source zones: ~3Fp kikh % i3

- Inter-Zone Forwarding

The options below control the forwarding policies between this zone (lan) and other zones. Destination zones
cover forwarded traffic originating from "lan”. Source zones match forwarded traffic from other zones
targeted at "lan". The forwarding rule is unidirectional, e.g. a forward from lan to wan does nof imply a
permission to forward from wan to lan as well.

Allow forward to destination zones:
v wpn: (empty)

Y Wan: wan: ¥ wan2: ;0 wang: @

Allow forward from source zones:
v wpn: (empty)

Wwan: wan: @ wan2: ;* wang: 3

6-7.2 Advanced Settings B %3k %
Restrict to address family : 3K ZiE#H U =4 n 573 5 [Pvd / IPv6 / = F 4 &
Restrict Masquerading to given source : *34] 7 % %Xk [P
Restrict Masquerading to given destination : '+ 2 p e [P
Force connection tracking @ 5 #/]:if £ 52 &7
Enable logging on this zone : Ex* pt % 3 e p 28384k
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Firewall - Zone Settings - Zone "lan”

- Zone "lan”

This section defines common properties of "lan”. The input and cutput cptions set the default policies for
traffic entering and leaving this zone while the farward option describes the pelicy for forwarded traffic
between different networks within the zone. Covered networks specifies which available networks are
members of this zone.

Advanced Settings

Restrict to addrass family [IPv4 and IPvG v |
Restrict Masquerading to given source [0.0.0.0/0 |13
subnets

Restrict Masquerading to given destination[l.0.0.0/0 |13
subnets

Force connection tracking

Enable logging on this zone

6-7.3 Port Forwards 3# & %
¥ Internet F eig A B8R LAN p chddr 23 BRI > B F N B R
@GP AR TP el v B E AT RIS Bl (P3N ) Rt s e
HEA A (PIn) et i 8 EFIRE

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.01 0.04 0.05

Status Services || Network

Interfaces Wireless Switch DHCP and DNS  Hostnames  Static Routes  Firewall
Load Balancing

General Settings Port Forwards  Traffic Rules Custom Rules

No password set! . |
There is no password set on this router. Please configure a root password to protect the web i
SSH.

Go to password configuration...

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or
private LAN.

- Port Forwards —

MName Match Forward to

This section contains no values yef

New port forward:

6-7.4 Traffic Rules /i & &% Q|

B B A A Pe‘épfﬁia&@@?lﬁvgw;é R BlAciEG R A 2 B ann B
AP EEd BFenWAN =5 o
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Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between

certain hosts or to open WAN ports on the router.

------ Traffic Rules
Name Match Action Enable Sort
Allow- IPv4-udp .
DHCP- From an)y host in wan Accept input | + | AEdit =]Delete
Renew To any router IP at port 68 on this device
_ IPv4-icmp with type eCFO--e-..L.esL .
Aﬂfi%‘” From any host in wan Accept input - # | ¢ | JEdit x|Delete
g To any router IP on this device
B IPv4-igmp )
pf!é?\,'i';, From any host in wan Accept input s # | ® | dEdit x|Delete
To sny router IF on L-'“'s device
Allow- IPv6oudp ; . :
DHCPVE From IP range fc00::/6 in wan Accept input =i # | & | FEdit xDelete
To IP range fc00::/6 at port 546 an this device
IPvG-icmp with types 130/0, 131/0, 132/0, 143/0
A,','If'g‘ From IP range feg8d::/10 in wan Accept input . | # | ZEdit xiDelete
To any router ID on this device
IPv6-icmp with types echo-reguest, echo- fep'y
destination- urvfeacwa ble, packet-too-big, time-
Allow- exceeded, bad-header, unknow eader 'L/.Je )
ICMPVG- router-so tion, ne_c;' bou l on, router- 0 okt ’ ¢ # | FEdit x|Delete
Input advertisement, neighbour-advertisement LJLCe%G“SG' per
From any host in n
To 5."?; router IP on this device
IPva-icmp with types ec.ﬁo—f'eq'u'es_f', echo-reply, ,. F Frrra ]
Allow- destination-unreachable, packet-too-big, time- ”gcrfa‘“li;_ﬁ'i{‘t% z ]
ICMPVG- exceeded, bad-header, unknown-header-type 1000 plts. per v ¢ | ® | FEdit x]Delete
Forward From any host in wan LJLCe%G'ﬂG" P
To any host in any zone = o
Any esp ) .
- From any hast in wan Accept farward i * | % | ZEdit |xiDelete
To any host in lan
Any udp )
- From any host in wan Accept forward | % | 8 | dEdit x]Delete
To any host, port 500 in lan
Open ports on router:
MName Protocol External port
[New input rule | [TCP=UDF =] | | [E1Add
Mew forward rule:
Mame Source zone Destination zone
[New forward rule | [lan ¥ ]| [wan ¥ | | £lAdd and edit .

6-7.5 Custom Rules p Z_& 2B

TERRP AFERGFE L
e ,,..‘;&%Rﬂ'lﬁ%éi

=
F
Bt

OpenWrt | OpenWrt Designated Driver r49295 | Load: 0.05 0.21 0.14

System Services Logout

Interfaces Wireless Switch DHCP and DMNS Hostnames Static Routes Firewall Diagnostics QoS

Load Balancing

General Settings Port Forwards Traffic Rules Custom Rules

AE B L

Administration Fail-sa|

No password set! i i
There is no password set on this router. Please configure a root password to protect the web interface and enable
SSH.

Go to password configuration...

Firewall - Custom Rules

Custom rules allow you to execute arbritar‘y_tiptahles commands which are not otherwise covered by the firewall
framework. The commands are executed atter each firewall restart, right after the default ruleset has been loaded.

¥ This file is interpreted as shell script.

I# Put wour custom iptables rules here, they will

l# be executed with each firewall (re-)start.

I# Internal uci firewall chains are flushed and recreated on reload, =o

l# put custom rules inte the root chains e.g. INPUT or FORWARD or into the
I# special wser chains, e.g. input_wan_rule or postrouting_lan_rule.
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6-8 Diagnostics # %

Diagnostics # % : Network=»Diagnostics
VR BRI EEER 1T E (Ping /Traceroute/Nslookup) *# %74k w

Openiet | Openilit Designated Drver r49345 | Load ] Administration

Dferfges Wirckess Suitch DHCPand DS Hostnames Static Routes Firewel Dignostics QoS Load Balancing

Mo password set!
There s no passiord se an s router. lese configure 2 root password t protec he e nteface and enable 55K,

(6 o passord configurain..

Degnostics

[P Y] gy Y] JTacee oty

Ping

PING openwrt.org (139.59.289.225): 36 dats bytes

a4 bytes from 139.59.209.225: seq=@ ttl=44 time=278.137 ms
64 bytes from 139.59.289.225: seq=1 ttl=44 time=269.737 ms
64 bytes from 139.59.289.225: seq=2 ttl=44 time=286.856 ms
64 bytes from 139.59.289.225: seq=3 ttl=44 time=267.156 ms
64 bytes from 139.59.289.225: seq=4 ttl=44 time=266.836 ms

--- openwrt.org ping statistics ---
5 packets transmitted, 5 packets received, 8% packet loss
round-trip min/avg/max = 266.836/272.104/286.656 ms

Traceroute

traceroute to openwrt.org (139.59.289.235), 38 hops max, 38 byte packsts
S

1

2 18.156.65.41 14.588 ms

3 18.156.67.183 14.679 ms
4 18.156.67.113 13.96@ ms
5 218.65.126.162 19.328 ms
6 228.123.3.198 23.343 ms
7 228.128.286.77 15.399 ms
8 220.128.7.41 19.300 ms

9 2208.128.7.45 21.528 ms
18 8@.231.288.78 241.897 ms
11 B2.231.28@.78 378.435 ms
12 195.219.87.18 247.556 ms
13 195.219.5@.98 272.657 ms
14 139.59.2@9.225 275.136 ms

Nslookup

nslookup: can't resolve '(null)': MName does not resolve

Nama: openwrt.org
Address 1: 139.59.289,225 wiki-8l.infra.lede-project.org
Address 2: 2a03:b@c@:3:d8::1af1:1 wiki-81.infra.lede-project.org
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6-9 QoS PRI+ £

QoS FR#FF £ (G & 4241) : Network=>QoS

QoS thm < >4 % Qualityof Service > # % ¢ S PRIFF & o QoS A ppech- @& 284 > &% kjz

AR Bl F E R RE- AP AL W HRT o ok RR T Y N E g PR U R X

B A FTE QS 4rWeb &% & E-mail X & % > L4k *ff fﬂ)@ :Tﬁ'“’v\"\“‘é ° H
B e QoS v iRE R FirE :v:hf;@ TR kR Ii{s. BB (TR TA T

+ R R R R ] 0 D R BRAEE AR A I LA PRI E R o

status | system | services | network [l Logout
Interfaces Wireless Switch DHCP 3nd DNS  Hestnames  Static Routes Firewall Diagnostics QoS | Load Balancing
Mo password sett
There is o password set on this router. Please configure a oot passwerd to protect the web interface and enable SSH.
Quality of Service
can prioritize network traffic selacted by addrasses, ports or services.
Delete
Classification group [ ——
Calculate overhead
Half-duplex
Download speed (kbit/s) 22
Upload speed [kbit/s) 128
WANZ Delete
Enatle
Classification group T
(
Upload speed (kbit/s) [aza
e
Classification Rules
Target Source host Destination host Protocol Ports. Humber of bytes Commen t Sort
priory v [(5Z 6801 ¥ |[ZA0ZAT 03178 ¥ |[UDF v |332E v [ e ] wDelete
[priority v V[T v Iz v [ Jfsshdns. ] wDelete
[romar V= La|E LA ] (20T 25 B0 A3 53 55 Ll 1Fip. Srvip. Fige] imap. ] i WiDslete
[erpress V= V[ LA [T v [ 0L TChat, ICT ] « Delete
sadd
©Reset SSave @Save & Apply

* =7 #44 interfaces(WAN/WAN2) i = & QoS .71

Q0S 5 B &0 LM R BT @ T o Pk e B8 QoS B AU T 5 F BE AR E
L Priority/#-i Express/i ¥ Nomal/™ Low & %2 K ¥ -
[4eir % 2 QoS]
1. Bz * QoS
- Interfaces
: WAN #Delete
Enable # E

2. % # AP Eenr @ T i\. g B (kbit/s)

Download speed (kbit/s) [1024 |

Upload speed (kbit/s) [1024 |

3. B ABRAHARR > F AV ERELRBA{ T o R Rk B Bk F AT TR

- Classification Rules

Target Source host Destination host Protocol Ports Number of bytes Comment Sort
[priority v |[192.168.10.1 ¥ |[210.241.102.178 v |[UDFP v |[33225 | A ] = Delete
[priority ¥ |[all v|[19z 168 10172 ¥ |[all v|[22.52 v [ lesh. dns ] = Delete
normal ¥ |[al v [z 168 10172 T |[TCF ¥ |[20.21.2580 110 4436950 ¥ || [ftp._smip_hitp(s)_imap = Delete
expres: ¥ |[all v [zl v ][zl v |[51g0 v | JROL, iChat, ICQ | «Delete
JAdd
@ Reset @Save @Save & Apply

4. B [R50k 1(Save & Apply) ki 2o
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6-A Load Balancing § §** #

Load Balancing § §*-* # : Network-»Load Balancing

WAN Load Balance > % Router #t*t &t 5 = & (Wlan/4G) 14} cpFiz » WLB fiﬁ? PP A
¥ (Internet) 2 p 3t ix (Intranet) 2 B 5 ifid M AE & T frena 155 § 200 B ~ #24)
e B ADER o VU AR Y IERBROFRT B A ) odicpii 2 0 B R OT RS TRR

s g

I g

o

oo

B wm pFk A Interface Live Status -

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.01 0.05 0.16 | Auto Refresh: Unsaved Changes: 0 Administration Fail-safel
Status | System J| Services | Network Logout
Interfaces Wireless Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS | Load Balancing

Overview Configuration Advanced

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

No password set!
Go to password configuration...

Interface Status
- MVWAN Lnterface Live STatus

.wan (eth0.2) wan2 (wwan0)
Online (tracking active) Online (tracking active)

- MWAN Interface Systemlog

Last 5@ MWAN systemlog entries. Mewesst entries sorted at the top :

Tue Oct :@7:9@ 2818 user.info mwan3: connection tracking not flushed on interface wan (eth@.2) ifup

Tue Oct :@6:57 2818 user.notice mwan3track[2669]: Stopping mwan3track for interface "wan2”

Tue Oct :@6:56 2818 user.notice mwan3: ifup interface wan (ethd.2)

Tue Oct :@6:18 20818 user.info mwan3: connection tracking not flushed on interface wan2 (wwand) ifup

Tue Oct :@6:98 2818 user.notice mwan3: ifup interface wan2 (wwan@)

Tue Oct :@6:87 2818 user.info mwan connection tracking not flushed on interface wan2 (ifdown}

Tue Oct 195:96 2018 user.warn mwan. Unable to send signal USR1 to mwan3track on interface wan2 with pid
Tue Oct :@6:86 2818 user.notice mwan3: ifdown interface wan2 (unknown)

Powered by LuCI Master (git-17.165.70928-dd6cb31)

ok fs Detailed Status :

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.08 0.03 0.05 | Auto Refresh: Administration Fail-safe
Status || System | Services | Network
Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS Load Balancing
Overview Configuration Advanced

Detailed Status
- MIVWAN UVELdlIBU >idius

Interface status:
interface wan is online and tracking is active
interface wan2 is ecnline and tracking is down

Current ipwd4 policies:
balanced:

wan2 (49%)

wan (6@%)

wan2_only:
wan? (188%)

wanZ_wan:
wan2 (10e%)

wan_only:
wan (18a%)

wan_wan2:
wan (18a%)

Current ipwé policies:
balanced:
unreachable

wan2_only:
unreachable

wWan2_wan:
unreachable

wan_only:
unreachable

wan_wan2:
unreachable

Directly connected ipvd networks:
127.2.8.8/8

192.165.18.1

192.163.188.8,/24
127.255,255.255
16.228.183.288/28

192.168.18.@

192.168.1@.2/24

127.@.8.1

1R.2728.183.217
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#mixve fe ¥ Interface Configuration @ & % £ 3% 250 B 4 2o/ B fEd ¢

Administration Fail-safe

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS Load Balancing

Overview  Configuration | Advanced

Interfaces Members Policies Rules

MWAN Interface Configuration
There are currently 2 of 250 supported interfaces configured

- Interfaces
MWAN supports up to 250 physical and/or logical interfaces ‘

MWAN requires that all interfaces have a unigue metric configured in fetc/config/network

Names must match the interface name found in /etc/config/network (see advanced tab)

Names may contain characters A-Z, a-z, 0-9, _ and no spaces .

Interfaces may not share the same name as configured members, policies or rules

Interface Enabled Tracking IP Tracking reliability Ping count Ping timeout Ping interval Interface down Interface up Metric Errors

1 1 25 10s o] 1 10 ZEdit +Delete

£.8.4.4
van o Yes 908.67.232.222
5 1 ZEdit + Delete

£.8.8.8
wanZ - Yes 908 67.930.220 1 1 25 10s

UReset USave dSave & Apply

Powered by LuCI Master (git-17.165.70028-dd6cb31)

¢ E e ¥ Member Configuration :
F_#-Metric fv Weight *ft4c 3| MWAN 4% v efie B

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.02 0.06 0.08 Administration Fail-safe

Status Jf System || Services
Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS  Load Balancing

Overview | Configuration | Advanced

Interfaces Members Policies Rules

MWAN Member Configuration

-~ Members
Members are profiles attaching a metric and weight to an MWAN interface

Names may contain characters A-Z, a-z, 0-9, _ and no spaces .
Members may not share the same name as configured interfaces, policies or rules

Member Interface Metric
£Edit = Delste

£Edit «Delete
LEdit «Delete
£Edit »Delete

wan_m1_w3 wan

wan_m2_w3 wan

1
2
wan2_m1_w2 wan? 1
2

wan2_m2_w? wan?

OReset aSave JSave & Apply

Powered by LuCI Master (git-17.165.70928-dd6cb31)
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/_Lk
p

fe 8 Policy Configuration -
A MVAN dofe 2 fein £ dh- B 5 B R 70 mafe d

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.03 0.07 Administration Fail-s

Status | System J Services | Network
Interfaces Wireless Switch DHCP and DNS  Hostnames Static Routes  Firewall Diagnostics QoS Load Balancing
Overview Configuration Advanced

Interfaces Members Policies Rules

MWAN Policy Configuration
----- Policies
Policies are profiles grouping one or more members controlling how MWAN distributes traffic
Member interfaces with lower metrics are used first. Interfaces with the same metric load-balance
Load balanced member interfaces distribute more traffic out those with higher weights
Names may contain characters A-Z, a-z, 0-9, _ and no spaces, Names must be 15 characters or less
Policies may not share the same name as conf’gured interfaces, members or rules
Policy Members assigned Last resort Errors Sort
wan_only wan_mi_w3 unreachable (reject) 114 ZEdit Delste
wan2_only wan2_mi_w2 unreachable (reject) L £Edit +Delete
balanced \:?ainz—_mmll—_\fvsz unreachable (refect) 1)+ “Edit «Delete
wan_wan? \:?a%nf_mmlzmsz unreachable (reject) Jk ZEdit +Delete
wan_m2_w3 . il ==l
wan2_wan wand. mi w2 unreachable (reject) ZEdit +Delete
| [FAdd

2R ﬁﬂiﬁ_ Rule Configuration
dp R GER Heit 7 2 TP AL ST AR R MIAN B

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.12 0.09 0.08 Administration Fail-safe
System || Services || Network
Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS  Load Balancing
Owverview Configuration = Advanced

Interfaces Members Policies Rules

MWAN Rule Configuration

- Traffic Rules

Rules specify which traffic will use a particular MWAN policy based on IP address, port or protocol . . . i

Rules are matched from top to bottom. Rules below a matching rule are ignored. Traffic not matching any rule is routed using the main routing table )

glraffll(% dlesdtmed for known Fother than default) networks is handled by the main routing table. Traffic matching a rule, but all'WAN interfaces for that policy are down will be
ackhole

Names may contain characters A-Z, a-z, 0-9, _ and no Is_.P

Rules may not share the same name as conﬁgured intel aces members or policies

Rule Source address Source port Destination address Destination port Protocol Sticky Sticky timeout IPset Policy assigned Errors Sort

https - — 443 tcp Yas 600s — balanced |+ 2Edit = Delete
default_rule - 0.0.0.0/0 - all No — — balanced ¢+ + ZEdit |« Delete

U8ave w@Save & Apply

Powered by LuCI Master (git-17.165.70928-dd6cb31)
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%% % advanced : kX A WAL E L F >
Hotplug Sc ript
AIRL

Ao

FAN /

vF & 18 :x/etc/hotplug. d/1face/16-mwancustom sp %
ifup 2 ifdown hotplug ¥ 2i& {7k %ér £

AIRA 3FER e/ etc / config / mwan3 ep %

F :z/ etc / config / network eip %
Wireless Config

FIE 3T

\‘J/

z/etc/config/wireless eip %

Openwrt | Openwrt Designated Driver r49395 | Load: 0.03 0.06 0.07 unsaved Changes: 0 Administration

Interfaces  Wireless Switch DHCP and DMNS  Hostnames  Static Routes  Firewall Diagnostics QoS | Load Balancing

Owerview Ceonfiguration | Advanced

[ —

set on this router. Please configure a root password to protect the web interface and enable SSH.
uration...

Hotplug Script

This section allows yvou to modify the contents of /etc/hotplug.d/iface/16-mwancustom
This is useful for running system commands and/or scripts based on interface ifup or ifdown hotplug events

MeiRist tine of the script must be "= 1/bin/sh” without quotes
Lines beginning with = are comments and are not executed
awvailable variable
™ is the hotplug event (ifup, ifdown)
SINTERFA_CE is the interfa e {wanl, wanz
B R =g = A R A RS R S T {eth0.1, eth1, =tc.)

Restore default hotplug script I3 Restore...

Fr einssh

[# to enable this script uncomment the cass loop at the bottom
[# to report mwan status on interfoce hotplug ifup/ifdown events modify the lines in the send_alert function

send_alert()
<

# variable "$1" stores the MWAN status information
# insert your code here to send the contents of "$17
echo “$1"
>

gather_event_infol()
<

# creste event information message
local EVENT_INFO="Interface [ "SINTERFACE" ($DEVICE) ]

on router [
svstem.@system[@].hostname)” ] has triggered a hotplug [ ~

SACTION™

“$(uci -p
1 ewvent on

suarsstate get

“S(date +"%a %b %a XY BT XKI")""
# get current interface, policy and rule status

local CURRENT_STATUS="S{/usr/sbin/mwan3 status)"

& Submit

o
e

B wm £ v 2% Interface Diagnostics
ho v BEre

routingtable

-
\

5

Kt KA

_?;:_?;:...

) & B PRI

OpenWrt | Openwrt Designated Driver r49395 | Load: 0.00 0.01 0.05
System || Services
Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall
Overview Configuration Advanced

Diagnostics QoS  Load Balancing

| Diagnostics
- AN tmeriace viagnosucs

(Ping default gateway/ Ping tracking I[P/ Check IP nles/ Check

Administration Fail-safe

[wan v] |2Ping default gateway | Ping tracking IP| & Check IP rules

wCheck routing table  |& Hotplug ifup o Hotplug ifdown

-~ MWAN Service Control

4 Restart MWAN | @ Stop MWAN o Start MWAN

- Diagnostic Results

ping -c 3 -W 2 -I eth@.2 192.168.180.1

PING 162.168.188.1 (192.168.100.1):
64 bytes from 192.163.180.1:
&4 bytes from 192.168.180.

&4 bytes from 192.168.100.1:

56 data bytes

seq=0 tt1=64 time=1.400 ms
egq=1 ttl=F4 tim 788 ms
seq=2 ttl=64 time=2.960 ms

--- 1932,168.188.1 ping statistics ---
3 packets transmitted, 3 packets received, 8% packet loss
round-trip min/avg/max = 8.780/1.845/1.468 ms

Powered by LuCI Master (git-17.165.70928-dd6cb31)
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Ping default gateway

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.04 0.05 Unsaved Changes: 0 Administration Fail-safe

System f| Services Logout

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS | Load Balancing
Overview Configuration Advanced

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Diagnostics

MWARN Interface hagnostics

[wanZ v]

13 Ping default gateway| @ Ping tracking IP @ Check IP rules @ Check routing table| [ Hotplug ifup @ Hotplug ifdown

MWAN Service Control

@ Restart MWAN [+ ] Stop MWAN @ Start MWAN

Diagnostic Results

ping -c 3 -W 2 -I wwan@ 18.41,231, 245
PING 1@.41.231.245 (18.41.231.245): 56 dats bytes

--- 18.41.231.245 ping statistics ---
3 packets transmitted, @ packets received, 198% packst loss

Powered by LuCI Master {git-17.165.70928-dd6cb31)

Ping tracking IP

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.04 0.05 Unsaved Changes: 0
System | Services

Interfaces Wireless Switch DHCP and DNS = Hosh Static Rout: Firewall Diagneostics QoS | Load Balancing

Owverview Confi ti A

o password se
There is no Dassword set on thls router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuratio

Diagnostics

MwAN Interface hag

wanz2 ]

4 Ping default gateway 4 Ping tracking IP & Check IP rules [ Check routing table = Hotplug ifup [ Hotplug ifdown

MWAN rvi Control

&3 Restart MWAN = Stop MWAN Start MWAN

Diag ic Results

ping -€ 3 -W 2 -TI wwan® S.5.5.8

PING 8.8.8.5 (8.5.8.8): 56 data bytes
64 bytes from 8.8.8.8 Tt

54 bytes from B.85.5.8

64 bytes from 5.5.5.8: - ime=43.65% ms

- .8.8 ping statistics -
3 packe‘ts transmitted, 3 packets received, 8% packet loss
round-trip min/ave/max = 43.328/47.126/54.488 ms

ping -c 3 -W 2 -I wwan@ 288.67.228.228

PING 208.67.229.220 (208.67.220.228): 56 dats Dy‘tes

54 bytes from 288.67.228.228: se ttl=58 ti £.448 ms
64 bytes from 285.67.228. : 3.128 ms
64 bytes from 288.67.220.22@: seq=2 ttl=58 time=74.519 ms

--- 298.57.2209.220 ping statistics ---
3 packets transmitted, 3 packets received, 9% packet loss
Found-trip minfave/max = 63.120/71. 358/76 440 ms

Powered by LuCI Master (git-17.165.70928-dd6cb31)

Check IP nles

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.04 0.05 Unsaved Changes: 0
System | Services | Network

Interfaces Wireless Switch DHCP and DNS Hostnames  Static Routes  Firewall Diagnostics QoS | Load Balancing

Overview Configuration =~ Advanced

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable S5H.
Go to password configuration...

Diagnostics
- MWAN Lnterface Dragnostics

[wan2 v]

& Ping default gateway @ Ping tracking IP @ Check IP rules [ Check routing table @ Hotplug ifup [ Hotplug ifdown

- MWAN Service Control

@ Restart MWAN & Stop MWAN @ Start MWAN

-- Diagnostic Results

All required interface IP rules found:

1082 from all iif wwan@ lookup main
28e2: from all fwmark @x28@ lockup 2
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Check routingtable

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.00 0.04 0.05 Unsaved Changes: 0 Administration Fail-safe

System ll Services | Network Logout

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes  Firewall Diagnostics QoS  Load Balancing

Overview Configuration Advanced

No password set! . .
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Diagnostics
MWAN Lnterface Diagnostics

[wan2 v]

@ Ping default gateway @ Ping tracking IP @ Check IP rules (@ Check roufing table| @ Hotplug ifup [@ Hotplug ifdown

MWAN Service Control

3 Restart MWAN @  Stop MWAN @ Start MWAN

Diagnostic Results

Interface routing table 2 was found:

default via 18.41.231.245 dev wwand

Powered by LuCI Master {git-17.165.70928-dd6cb31)
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OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.42 0.16 0.16 | Auto Refresh: Unsaved Changes: 0 Administration Fail-safe
Status )| System J| Services | Network

Interfaces  Wirgless Switch DHCP and DNS  Hostnames — Static Routes  Firewall Diagnostics QoS Load Balancing

Overview Configuration  Advanced

No password set! : :
There is no password set on this router. Please configure a root password to protect the web interface and enable S5H.
Go to password configuration...

Interface Status
-~ MWAN Lnterface Live Status

~wan (eth0.2) wan2 (wwan0)
Online {tracking active) Online (tracking active)

- MWAN Interface Systemlog

Last 58 MWAN systemlog entries. Mewsst entries sorted at the top :

Tue Qct
Tue Oct

2 81:87:88 20818 user.info mwan3: connection tracking not flushed on interface wan (eth@.2) ifup
2 B1:86:57 2818 user.notice mwan3track[2669]: Stopping mwan3track for interface “wan2"
Tue Oct 2 @1:06:56 2818 user.notice mwan3: ifup interface wan (ethd.2)
Tue Oct 2 81:06:1€ 2813 user.info mwan3: connection tracking not flushed on interface wan2 (wwan®) ifup
Tue Oct 2 81:06:98 2813 user.notice mwan3: ifup interface wan2 (wwand)
Tue Qct 2 @1:06:87 20818 user.info mwan3: connection tracking not flushed on interface wan2 (ifdown)
Tue Qct 2 ©1:06:88 2818 user.warn mwan3: Unable to send signal USR1 to mwan3track on interface wen2 with pid
Tue Oct 2 @1:06:96 2818 user.notice mwan3: ifdown interface wan2 (unknown)

Powered by LuCI Master (git-17.165.70928-dd6ch31)

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.04 0.10 0.13 Administration Fail-safe

Flash Firmware | Reboot

Flash operations

Flash new firmware image
Upload a sysupgrade-compatible image.

Image: BIEEE | RRETTERE [JFlash image...

Powered by LuCI Master (git-17.165.70928-dd6cb31)
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7. }-if & 5 4G * 3 /APN % %
Network=>»Interfaces : :E# WAN2 ¢0Edit

Administration Fail-safe

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.48 0.17 0.19 | Auto Refresh: Unsaved Changes: 0

Status | System [| Services | Network Logout
Interfaces  Wireless Switch DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Load Balancing

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Interfaces

-- Interface Overview

Network Status Actions
Uptime: 0h 20m 34s
LAN MAC-Address: 00:09:B5:00:00:64
RX: 2.52 MB (20395 Pkts. 5
8 (W) TX: 24.78 MB[{26597 Pk‘is“l‘) EREE EENETE S
br-lan IPv4: 102,168.10.1/24
IPv6: fd8b:1db5:c521::1/60

WAN Uptime: Oh Om 0s

MAC-Address: 00:09:B5:00:00:65 2 Connect (£  Edit %] Delete

RX: 0 8 (0 Pkts.)

i
etho.2 TX: 206.37 KB (621 Pkts.)
Uptime: 0h 29m 195
WAN2 MAC-Address: DA:3F:15:58:33:C7
2 RX: 23.82 MB (25860 Pkts.) 4 Edit  [®] Delete
wwand TX: 2.34 MB (19313 Pkts.)
IPV4: 10.41.231.244/29

WANG Uptime: Oh Om 0s

MAC-Address: 00:09:B5:00:00:65 Al =
i RX: 0 B (0 Pkts.) %  Connect 4 Edit %] Delete
eth0.2 TX: 206.37 KB (621 Pkts.)

-- Global network options
IPVE ULA-Prefix [fd8b:1db5:c621::/48

(@ Reset @%ave ([@Save & Apply

General Setup=»Protocol : iEF# i@ s #-5¢ » 4G SIM Card & 4 % % £ DHCP.

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.18 0.36 0.29 | Auto Refresh: Unsaved Changes: 0 Administration Fail-safe

Status W System W Services § Network Logout

Interfaces | Wireless Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics QoS  Load Balancing

WAN  WANG6 | WAN2 | LAN

No password set!
There is no password set on this router, Please configure a root password to protect the web interface and enable SSH.

Go to password configuration...

Interfaces - WAN2

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VL AN notation INTERFACE. VLANNR (g,q,:

- Common Configuration

General Setup

Status Uptime: 0h 36m 425
[ MAC-Address: DA:3F:15:58:33:C7
= RX: 25.36 MB (28458 Pkis.)
vwwand 7. 2,65 MB (21949 Pkis.)
1Pv4: 10.41.231.244/29

Protocol [DHCP client

Hostname to send when requesting DHCP [OpenWirt

|€]Back to Overview @ Reset (@ Save [ Save & Apply

Powered by LuCI Master (git-17.165.70928-dd6ch31)

60



IWR_LTE_GPS

i& »~ Advanced Settings 1F4p B 3k
4o User name - Password - PIN Code ~ Dial—up SR g
ok B g P 2T ’,:;,1 SIM CARD - E 132 APN % internet> EFZ K E* 2 Li-B 45

B TR EAHEE AR EHPMMR A KB 0 3 Save & Apply ¥ £ Fec

OpenWrt | OpenWrt Designated Driver r49395 | Load: 0.18 0.36 0.29 | Auto Refresh: Unsaved Changes: 0 Administration Fail
System || Services

Interfaces Wireless Switch DHCP and DNS Hostnames Static Routes  Firewall Diagnostics QoS  Load Balancing
WAN  WANS WAN2 LAN

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Interfaces - WAN2

0On this page you can configure the network mterfaces You can bridge several interfaces by tltklng the "bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use Y| notation TNTERFACE.VLANNR (g

- Common Configuration

Advanced Settings
Bring up on boot
Use builtin IPv6-management

Force link @ Set interface properties regardless of the link carrier (If set, carrier sense events do not
invoke hotplug handlers).

Use broadcast flag 1@ Required for certain ISPs, e.g. Charter with DOCSIS 2
Use default gateway # @ If unchecked, no default route is configured

Use DNS servers advertised by peer # @ If unchecked, the advertised DNS server addresses are ignored

Use gateway metric Bo ]

Client ID to send when requesting DHCP [ ]

Vendor Class to send when requesting DHCP [ ]

Override MAC address DA3F1558:33:C7

Override MTU [1500

Dial-up User name for modem using RNDIS driver [

Dial-up Password for modem using RNDIS driver [

Dial-up APN for modem using RNDIS driver finternef]

SIM card PIN code for modem using RNDIS driver [

(| Back o Overview @ Reset @Save 3 Save & Apply
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